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1 Document History

01.00 2022-07-25 MR / PE Initial Version based on 14.4.x.x

2 Introduction

This document informs the SNMPv2 MIB and TRAP setting and information in Windows against an
application of VC-MDx Recorder intended to monitor the recording function. The version of VC-MDx
Recorder application to run SNMP MIB and TRAP must be in version 14.4.x.x.

VoiceCollect GmbH 4 (35)




VoiceCollect SNMP V2

3 Configure SNMP on VC-MDx Recorder

3.1 Enable SNMP on VC-MDx Configurator.

B4 VC-MDx Configurator = | X

VoiceCollect GmbH 5 (35)
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3.2 Open VC-MDx Recorder application and ensure for the version is version 14.4.x.x to run SNMP
service.
IS 5RY3 - VC-MDx Recorder - IR Buffer Records - Super - O x
Lock View Records Settings Service Help
- = (7
Ll G P
Status | Record ID | Channel Num... | Channel Name [ User ID Case Short Comment | Protected | Called M... | Ca... | Marked | Direction [ Start Time | Stop Time | Duration [ Dise Lak:
KClosed 4977 3 channel_3 No No TP0/2022 15719 170620220022 000302
B Closed 4976 1 channel_1 No Yes 1T06/2022 15444 17/06/2022 15511 00:00:27
R Closed 4975 1 charnsl_1 No Yes TROB/022 15322 17062022 15418 DD-00:56
P Closed 4574 2 charnel 2 N Yes 1606202263213 1BAB/02263228  DDO016
A Closed 4973 1 charnel_1 No Yes 16062022 62858 1606202262963 000056 =y
A Closed 4972 1 channel_1 No Yes 16062022 60140 16/06/2022 60206 000026 i
P Closed 4971 2 channel_2 No No 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00:21
R Closed 4970 1 charnsl_1 No Mo 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00-21 e
P Closed 4564 7 charnel 2 N No 14062022 61652 14/06/2022 61658 000007 =
A Closed 4963 1 charnel_1 No No 14062022 61652 14/06/2022 61669 00.00-07
# Closed 4969 2 channel_2 13/06 No No 1062022 65045 1M0E/20Z2 65118 00:00:33 Bl
A Closed 4968 1 channel_1 13/06 No No 106/2022 65045 1M06/2022 65118 00.00:33
R Closed 4967 5 charnsl_5 No Mo 1062022 64823 1306202264833 00-00-10
P Closed 4565 7 charnel 2 . N W22 62214 1306202262231 DDO01E
X Closed 4965 1 channel_1 B About VC-MDx Recarder.. : * Mere214  1306/202262231 000018 @
. Your Partner for Visice and Data
VoiceCollect  Rimingwodwide E
< >
P = ; Fry— VC-MDx Application Version 144012
splayed records: 15 (1- 15) / Filtered: 3 Fer

Start time:
Stop i
Direcfion:
Record ID:

Calling No.:

Compr

About: v1183-DemoSystem_VDS_ED137_20220207_LENOVO
Copyright (c) 2015 - 2021 VoiceCollect GmbH. All ights reserved.
Visit hitp:/iwww.voicecollect de

i SohgF
Volume

e

L
Backoflset  Durafion

BY = —[¢)

Skip

DSE

e BE o

TP PEINONPEY

S — Recording Channels =(HT= Connected to 0 of 1 VOIF server(s)
el ol =B 3 4 5 6 7 8 3 0 n 2 13 14 "
= N o £ N ¥F om P XN T m P

T Analog  Anslog  Amslog  Analog  Anslog  Analog  Anslog  Analog  Analog  Anolog  Amalog  Anslog  Amslog  Analog
Fram: 13062022 62214 5 16 7 1 19 N 21 » 2 2 % 2% 7 3

o s XY F o omB OB /£ X T B RE B E BE B =B
Decks Sralog  Ansleg  FCM FCM PCM FCm PCM PCM FCM FCM FCM PCM PCM FCM
CagtEs 2 ') 7 2 n u S % 37 » £ 4u n 2

‘ = [ = =3 BE R B & B
Messages FCM FCM FCM FCM FCM FCM FCM FCM FCM FCM FCM PCM FCM FCM .
= -0 )
eErres. 0, viamings: 0 i Start Al J & Stop Al J # Configuration J I Advanced channel nformation
[ Show il channels
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3.3 Click SNMP service icon.

B SRV3 - VC-MDx Recorder - IR Buffer Records - Super = a X
Lock  View  Records  Settings  Service  Help
Status | Record ID_| Channel Num... | Channel Name | User ID Short Comment Protected | Called N... | Ca... | Marked | Direction | Start Time | Stop Time ion | Disc Lak
B Closed 4981 5 Analog No No 17/06/2022 3:04:04  17/06/2022 3:05:55
X'Closed 4380 3 Analog No No 17/06/2022 2:29:13  17/06/2022 2:29:33 : NAS 20¢
F Closed 4379 3 Analog No No 17/06/20222:28:30  17/06/20222:28:46  00:00:16
X Closed 4978 1 Analog No Yes 17/06/2022 2:23:21  17/06/2022 2:24:18 : NAS 207
KClosed 4977 3 channel_3 No No 17/06/2022 1:57:19
X Closed 4976 1 channel_1 No Yes 17/06/2022 1:54:44
X Closed 4975 1 channel_1 No Yes 17/06/2022 1:53:22  17/06/2022 1:54:18
# Closed 4974 2 channel_2 No Yes 16/06/2022 6:32:13  16/06/2022 6:32:25
X Closed 4973 1 channel_1 No Yes 16/06/2022 6:28:58  16/06/2022 6:29:53 m
B Closed 4972 1 channel_1 No Yes 16/06/2022 6:01:40  16/06/2022 6:02:06
# Closed 4971 2 channel_2 No No 14/06/2022 10:10:39  14/06/2022 10:11:00
X Closed 4370 1 channel_1 No No 14/06/2022 10:10:39  14/06/2022 10:11:00
# Closed 4964 2 channel 2 No No 14/06/20226:16:52  14/06/2022 6:16:59
B Closed 4963 1 channel_1 No No 14/06/2022 6:16:52  14/06/2022 6:16:59
#Closed 4969 2 channel_2 13/06 No No 13/06/2022 6:50:45  13/06/2022 6:51:18 a
B Closed 4968 1 channel_1 13/06 No No 13/06/2022 6:50:45  13/06/2022 6:51:18
X Closed 4967 5 channel_5 No No 13/06/2022 6:48:23  13/06/2022 6:48:33 m
#Closed 4966 2 channel_2 No No 13/06/2022 6:22:14  13/06/2022 6:22:31
B Closed 4965 1 channel_1 No No 13/06/2022 6:22:14  13/06/2022 6:22:31
B
< >
Displayed records: 19 (1- 19) / Filtered: 19/ Total: 19

Start time: Calling No.:
Stop time: Called No:
Direction: Compression:
Record ID: DSE:

m Sklp DSE
—y lEI(s)lEEI(s) e BEE©

Recording Channels Recording Channels =}[D= Connected to 0 of 1 VOIP server(s)

aECte Ll o e 3 4 5 6 a 3 9 10 i 2 13 18 A
= * @ s 2 T m s X I om s

T Anslog  Anslog  Analog Anslog  Anslog  Analog  Anslog  Anslog  Anslog  Anslog Anslog

v From: 1305202262214 5 136‘ 7 18 18 2 ? 2 23 2 2 2% 27 28

o .00

e A L B8 LN LI EFEF BB RS

sl 23 3 2 2 3 u £ % 37 2 39 2 4 )

— s s sgs s s 888

=INew messages: 0 i

M Errors: 0. -Warnings: 0 J {22 Start Al ) @ Stop Al ] » Configuration ) Zm chemel uioonanion
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3.4 A window of SNMP Settings displayed then click Save.

Start i

‘Calling No.:

Stop time:
Direction:
Record ID:

[ VoiceCollect only supports SNMPv3 [~ Allows engine ID change

B SRV3 - VC-MDx Recorder - IR Buffer Records - Super - [m] x
Lock View Records  Settings  Semice  Help
F-p 3N (o8 @ oo B
="' £ doa 0 D ! = . -t

Status | Record ID | Channel Num... | Chennel Name [ User ID | Case |_Short Commert: Protected | Called N... | Ca... | Marked | Direction [ Start Time | Stop Time | Duration | Disc Lak

HClosed 4980 3 Anclog No No 17/06/2022 22913 17/06/202222933  00:0020  NAS 20:

HClosed 4979 3 Anzlog No No 17/06/2022 22830 17/06/2022 22846 00:00:18

A Closed 4978 1 Anzlog SNMP Settings wx 12222321 17/06/202222418  Q0DB:57  NAS 204

KClosed 4977 3 channel_3 02215719 17/06/20222:0022  00:03:02

[ Closed 4976 1 channel_1 022 15444 17/06/2022 15511 m

R Closed 4975 1 channel_1 Local Address:  [10.10.10.12 - 02715222 17/06/2022 15412 =

’Clcsed 4974 2 channel_2 P GO GEES 022 6:32:13

B Closed 4573 1 channel_1 E 022 6:28:58 m

[ Closed 4972 1 channel_1 e} [ Rants 022 6:0140 =

#Closed 4971 2 channel_2 public ReadOnly 22 10:10:39  14/06/2022 10:11:00  00:00:21

R Closed 4970 1 channel_1 02210:10:39  14/06/2022 10:11:00  00:00:21 =

P Closed 4964 2 channsl_2 616:52  14/06/20226:1659  00:00:07

[ Closed 4963 1 channel_1 N 12261652 14/06/20226:16:59  00:00:07

A Closed 4363 2 channel 2 SNMPy3 Authoritative Engine 0226:5045  13/06/2022 65118  00:00:33

B Closed 4968 1 channel_1 D [#125256943 | Disdisplayedasanexsting | 1265045 13/06/202265178  00:00:33 @

("HH-XK L XXX y 3 :00:

R Closed 4967 5 channel_5 Boots 2 | start Time [18082022 7 1755 02264823  13/06/20226:48:33  00:00:10

P Closed 4366 2 channsl_2 12262214 13/06/20226:2231  00:00:18 Bl

[ Closed 4965 1 channel_1 T— 02262214 13/06/202262231  00.00-12
Name Authentication Password | Protocol | Privacy Password Protocol m
agentvoiceCollecthuth auth Sha None =

< agenfVoiceCollectPriv auth Sha priv TripleDes >

" ¢ oliect None None
Displayed recards: 18 (1- 18) / Filicred: 18/ Tatal: 18

Managers (for traps sending)
Recording Channels Recordir
£ Active Calls: 0 1

%]
Cancel s‘“
IR Buffer og Analog
It From: 13/06/2022 6:22:14 15\ ;‘ 17 18 ; i 2 i) 24 25
“e TEEEEES X = g =y = g~ =y
Decks Analog Anzlog PCM PCM PCM PCM PCM PCM PCM PCM PCM
gRAS: Reada‘i]s?in 29 30 n 32 33 34 3B 36 37 38 =
Ready. Us

= e e 8B 8 8 8
e — FCM FCM FCM FCM FCM FCM FCM FCM FCM FCM FCM
ZINew messages: 0 .
AErrors: 0, 2-\Warnings: 0 22 Start All J & Stop A J 7 e J I Advanced channel information

[ Show all channels

12 13 14 ~
I m 7
Analog Analog Analog
26 27 28
= S = S =
PCM PCM PCM
40 41 42
=
PCM PCM PCM

VoiceCollect GmbH
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3.5

Right click on column Managers (for traps sending) and select Add.

Start time: Calling No.-

Called No.:

Stop time:

Direction:
Record ID:

Compr

I™ VeiceCollect only supports SNMPv3

™ Allows engine ID change

V3 - VC-MDx Recorder - IR Buffer Records - Super - m] X
Lock  Miew  Records  Setings  Service  Help
Fpre A oplaiE @ b X i T o
= i b [ I g

Staius | Record ID_| Channel Num... | Channel Name | User ID | Case | Short Comment Protected | Called N... [ Ca... | Marked [ Direction | Start Time | Stop Time | Duration [ Disc Lat
M'Cosed 4380 3 Analog No No 17/06/2022229:13  17/06/2022229:33  00:0020  NAS 200
X'Closed 4379 3 Analog No No 17/06/2022 22830 17/06/2022228:46 000016

(@ Closed 4578 1 Andlog SNMP Settings w 2222321 1706202222418 D00057  NAS20;
K'Cosed 4977 3 chamnel_3 P221:5719  17/06/2022200:22 000302

S Closed 4376 1 charmel_1 D22 15444  17/06/2022 15511 000027

B Closed 4975 1 channel_1 Local Address: 10101012 hd Port: 022 1:53:22 17/06/2022 1:54:18 00:00:56

P Cosed 4574 2 chamnel_2 S —— 0226:3213  16/06/20226:3229 000016

R Closed 4972 1 charmel_1 e D226:2258  16/06/202262953  00.00:55

U Closed 4972 1 channel_1 Siuiii) |_Rights D226:0140  16/06/20226:0206  00:00:26

# Closed 4371 2 channel_2 public ReadOnty P22 10:10:39  14/06/202210:11:.00  00:00:21

U Closed 4970 1 chamnel_1 D22 10:10:39  14/06/2022 10:11:00  00:00:21

# Closed 4364 2 chamnel_2 D226:1652  14/06/2022 61659 00.00.07

U Closed 4962 1 charmel_1 _ . ) D226:1652  14/06/20226:1659  00.00:07

P Closed 4969 2 charnel_2 S PR TR S D2265045 13/06/2022 65118 000033

S Closed 4362 1 charmel_1 D [#125256943 ] ‘g: d\smaveq"nsam sting | (2265045  13/06/2022651112 000033

(=3 XX=XX ., 5 ¥

U Closed 4967 5 chamnel_5 Boots |2 | start Time [1808 2027 1755 ‘ P226:4823 13/06/20226:48:33  00.00:10

# Closed 4366 2 chamnel_2 D2262214  13/06/202262231 000018

¥ Closed 4965 1 chamnel_1 — D226:22714  13/06/20226:22:31  00.00:18

Name | Authentication Password | Protocol | Privacy Password Protocol
agentVoiceCollectAuth auth Sha None
< agentVoiceCollectPriv auth Sha priv TripleDes ¥
g ollect Nene None
Displayed records: 18 (1- 18) / Filtered: 18/ Total: 18

Managers (for traps sending)
Recording Channels R Add ‘
& Active Calls 0 e
L1
Properties Cancel
IR Buffer Analog
o From: 131082022 6:22:14 1 16 17 18 19 x i‘ 2 n 2
o TR X = = /2 X [ S =
Decks fnaleg  Anzlog PCM PCI PCM ACm PCH PCM PCH PCM
2 1S Ready, Useg 0% 2 20 £l k) 5 6 7 2
= = = = S =}
Messages PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM
SNew messages: 0 ) )
" f Advanced channel informati
AErrors: 0, f=\amings: 0 523 Start Al J & Siop Al J # Configuration J v ! -
" Show all channels

12 13 i) ~
I m /£
Analog Analog Analog
26 v 28
= g = =
PCM PCM PCM
40 41 42
=
PCM PCM PCM
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3.6 Window Remote Entity Configuration.

& SRV3 - VC-MDx Recorder - IR Buffer Records - Super — [m) *
Lock  VMiew Records Settings Service Help
F 258
- e | §
Status Record ID | Channel Mum. Channel Name User ID Case Short Comment Protected | Called N... | Ca... | Marked Direction | Start Time | Stop Time | Duration Disc Lak
X'Closed 4380 3 Analog No No 17/06/2022 22913 17/06/2022 22533 D0:00:20  NAS 20
Fﬂnsad 4573 3 Analog No No 17/06/2022 2:28:30  17/06/2022 228:46  00:00:16
B Closed 4578 1 Analog SMMP Settings o (2222321 176202222418 DOO0S7  NAS 20:
Fl:lesed 4977 3 channel_3 022 1:571%  17/06/20222:00:22  00:02:.02
B Closed 4376 1 channel_1 0221:54:44  17/06/2022 1:55:11  00:00:27
B Closed 4575 1 channel_1 Local Address: I1D.1D 1012 - Port: 022 1:53:22  17/06/2022 1:54:18  00:00:56
# Closed 4974 2 channel_2 ] D S 0226:3213  16/06/20226:32:23  00:00:16
X Closed 4573 1 channel _1 & - - 022 €:28:58 16/06/2022629:53  00:00:55
B Closed 4972 1 channel_1 Community | Riits (2260140  16/06/2022 60206  00:00:26
# Clos=d 4971 2 channel_2 public ReadOnly 02210:10:39  14/06/2022 10:11:00  00:00:21
B Closed 4570 1 channel_1 022 10:10:38  14/06/2022 10:11:00  00:00:21
# Closed 4964 2 channel_2 022 6:16:52  14/06/2022 6:16:53  00:00:07
B Clased 4963 1 channel_1 | Remote Entity Configuration % (2261652 14/06/2022 6:16:59  00:00:07
#Closed 4369 2 channel_2 022 6:50:45  13/06/2022651:18  00:00:33
i Closed 4568 1 channel_1 [} & ~ - fing 022 6:50:45  13/06/2022 6:51:18  00:00:33
B Clossd 4967 5 channel_5 o Adaress | PIU | A CETE 0 e 02264823 13/06/202264333 000010
# Closed 4368 2 channel 2 Community: [pubic 02262214 13/06/202262231  00:00.18
Closed 4965 1 channel_1 022 £:22:14  13/06/2022 6:22:31 00:00:18
& Clos el Use User Authentication and Privacy (v3)
[na|
i Name |
age
< 808 | Auth Password | Auth Protocol [None - B 4
- age
Displayed records: 18 (1 - 18) / Filtered: 18/ Total: 18 Priv Password | Priv Protecol |Nene -
NOTE: SHA and TripleDes are compliant with FIPS-140 standards.
Start time: Calling No.-
Direclion:
Reconrd ID:
[~ VoiceCollectonly supports SNMPY3 ™ allows engine ID change
Managers (fortraps sending)
Recording Channels AT
£ Active Calls: 0 T = = o -
B
X T @ /
IR Buffer Analog Analog Analog Analog
# From: 13/06/2022 6:22:14 15_\ ; 7 12 L] Zﬂ_\ 21 2 23 24 25 26 27 23
e TIREEEEES X =) “ BORE R &R &
Decks Anzlog Analog PCM PCM PCM PCM PCM. PCM PCM PCM PCM PCM PCM PCM
g:‘i‘ﬁ Rﬂiﬂﬁ ;J;;izm 2 30 £ 32 3 35 k] kT 38 39 40 41 42
" Rm‘ 'S
= = = = S~ S~ S = =
Messages PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM P
“TANew messages: 0 .
2 & Advanced channel informati
A Errors: 0, f-Wamings: 0 23 Start All J @ Stap Al J # Configuration J i : on
™ Show all channels
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3.7

Insert IP Address of PC receiver to receive SNMP traps and tick Version 2 then OK.

SNMP Settings X
Local Address: 10.10.10.12 l.l Port: 161
Accepted community names
c | Rights |
public ReadOnly
—SNJ Remote Entity Configuration X
D ing
Address [10.10.10.61] Port [162  Version: € 1 |& 2| 3
Bog

Community: [public

Usel —U/ser Authentication and Privacy (v3)

— Name |
age
age | Auth Password |
age

Priv Password |

Auth Protocol INone vI o
Priv Protocol INone 'I

NOTE: SHA and TripleDes are compliant with FIPS-140 standards.

o

Cancel I

[~ VoiceCollectonly supports SNMPv3

Managers (fortraps sending)

[~ Allows engine ID change

Save

Cancel

VoiceCollect GmbH
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3.8

IP Address of PC receiver to receive SNMP traps has been Add then Save.

Calling No.:
Called No.:

‘Compr:

™ woiceCollect only supports SNMPv3

™ Allows engine |D change

E SRV3 - VC-MDx Recorder - IR Buffer Records - Super — O x
View  Records  Seitings  Sewice  Help
pu B
#—ﬁ- 8-> M- @ mcon = by
Status | Record ID_[ Channel Num... | Channel Neme [ User ID | Case | Shert Comment Protected | Called N... Marked | Direction [ Statt Time | Stop Time | Duration [ Disc Lk
M'Closed 4980 3 Analog 17/06/202222913  17/06/202222933 000020  NAS 20
K'Closed 4979 3 fnalog Nc Nc 17/06/2022 22830 17/06/2022228:46  00:00:16
B Closed 4978 1 fnalog SNMP Settings w 12222321 1706/202222418 000057 NAS 20;
K'Closed 4577 3 channel_3 02215719 17/06/202220022 000302
B Closed 4976 1 channel_1 D22 15444  17/06/2022 15511 000027 E;
X Closed 4975 1 channel_1 Local Address: 10101012 e Port 022 1:53:22 17/06/2022 1:54:18 00:00:56
P Closed 4974 2 channsl_2 R 0226:3213  16/06/20226:3229  00:00:16
R Closed 4973 1 channel_1 P 02262858 16/06/2022623:53  00:0055 =
¥ Closed 4972 1 channel_1 oty [ Rghis 02260140  16/06/2022 60206 000026
#Closed 4971 2 channel_2 public ReadOnly D2210:10:39  14/06/2022 10:11:00  00:00:21
B Closed 4970 1 channe_1 P22 10:10:39  14/06/2022 10:11:00  00:00:21 =
P Closed 4964 2 channs_2 D226:1652  14/06/20226:16:59  00:00:07
B Closed 4963 1 channel_1 B ] ) 02261652  14/06/2022 61659 000007
FClosed 4369 2 channel_2 LA R D2265045 13/06/202265113 000033
B Closed 4968 1 channel_1 D [s1252568043 | IDisdisplayedasahexsting | 25045  12/06/202265118  00:00:33 @
(XXX KK-XX) ’ . .

R Closed 4967 5 channel_5 —— | start Time 190820227 1755 ‘ 02264823  13/06/20226:48:33  00:00:10
P Closed 4966 2 channel_2 02262214 13/06/2022622:31 000018 B
B Closed 4965 1 channel_1 R 02262214  13/06/202262231 000018

Name Authentication Password | Protocol Privacy Password Protocol E&

agentVeiceCollectAuth auth Sha Nene
< agentVoiceCollectPriv auth Sha priv TripleDes >
- agent\/oi ollect None None
Displayed records: 18 (1 - 18) / Filtered: 18/ Total: 18

planagarsiiantanssending:
Recording Channels Recordin |
£ Active Calls: 0
11

IR Buffer Anzlog
> From; 12/06/2022 6:22:14 5 ﬁ‘ 17 18 ; x i‘ 2
“To.  17/08/2022 22933 E m s m
Decks Analog  Analog FCM. PCM BCM FCum PCM FCM
2 RAS Readg ;stgd;(' 0% 29 20 3 2 23 4 £ 3%

— [ = S = § = S = S = S = S = |
e — PCM PCM FCM PCh PCM FCM. PCh PCM
“New messages: 0 .

Advanced channel informat
ArErrars: 0, ZaViarnings: 0 {23 Start All J = Stop Al J # Configuration J V! ! o
™ Show all channels

VoiceCollect GmbH
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4 Operating of SNMP MIB

4.1

Open “ManageEngine MibBrowser” application.

Managefngne MbBrowser Free Tool
File EGt View Operatons Melp

RhD6VBBWIL LD SO @ @S9 Dutinhs

Host
Community
SetvValue
Device Type
Deice Type Icentfied  Not Avaladie
Suppested OIDs None

10.10.10.12

Object 1D

Poit 161

C Rwloss

Accsss

ndex

OgjectiD

LS

|Goovavew ]

4.2

Select Edit and choose Settings. Choose SNMP Version tick v2c then OK.

ManageEngine MibBrowser Fr— = O X
MibBrowser Settings X
File Edit View Operations Hel
General Mib Settings Template Settings Download
& de E 60 | T & o, More Free Tools |
Loaded MibModules B ==
Oovt Ow B v
~General Options -Get Bulk Options
Timeout |5 k=
; lEII Max. Repetitions |50
Retries o =
Encoding  1508859_1 o NonRenoalots D : Reload
V3 Option:
— [] validate Broadcast Address L
Context Name
| [Netmask [ (. (. [
V3 Settings
Save V3 Settings to File Set EnginelD For Adding V3 entry
Save V3 Seltings to Database ‘ Database Seltings ]
] ||User... Secu... Auth... Priv... Auth... Priv... Targ... Targ... Engi.. Entity ¥
Al | Modify [ Delete
< > )
kel | Restors ot ok | canea |
Global View []

VoiceCollect GmbH
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% H ” % ”» H
4.3 From menu bar “File” select “Load MIB”, then select a MIB file.
Bl MansgeEngine MibBrowser Free Tool - m] *
[Fils_ Edit view Operstions Hel
Load B Ctri-0 E@g}|ﬁ\gm|‘g@|%.|g@g| D=
UnLoad MIB Delete - -
Load All MIBs Cirl=A Host 10.10.10.12 | Pt 181 ~
UnLoad Al MIBs  Ctd=U Sommunity T :wrina communlly: ]
Saue Results As... Chiles oo1Value v
Print Results,.  Ctl-p |Device Type
D Device Type Identited .le\‘dd:'e C Reload
Suggested OIDs Hone ~
Exit
[oviectiD [ ]
-
e
Descripton  Multivar
Syntax | staws |
Access | Referencs |
Index
< >|| objedin
b ]
E :I Description
Global View []
Bl 1anageEngine MibErowser Free Tool - o »
File Edit View Operations Help
2hE6aeER S B 80 wal @& 0.
Host 10.10.10.12 Poit 161
Community  |sewees Wit Community |
SetValue -
~Device Type:
e
Devica| B Load 2 MIE File e C Reload
SU00%Y Open minSemings Recent =
Object I Lookin: (1] Documents ~ N -
& Name. " See Dstemodfed I &
= || VoiceCallectRecordenimib  229KE 170020211408 N
Recent Items
4]
Deskiop
@
Documents
s 9
Descriptiof ;
Syntax ‘ A3 > Status
Aroess tetwork Filz name; WaieaCelieciRecarderymb Open Feferenca
Index —
Fllas of type: Cancel
< >|| objectig il = ~ =
W&
Global View (] ‘

VoiceCollect GmbH
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4.4

4.5

The list of SNMP OID (Object ID) displayed.

[E] ManageEngine MibBrowser Free Tool
File Edit View Operations Help

2hIoveERS 1B $=0>a

EE .

anlerprises
=3 ans
= SveRecorder
@ (1 recorderTraps
= recorderData
% recordererbanufacturar

S recorderblodel
"B recordennCh
"B recorderQUICh
"By recorderDeckio

S recorderPresence
% recorderhlstadminClient
S recorderhlatWstClient
-~ recordarNetLCRClient

B recorderNatCSTACKent

B recorderNeiRCA000CTeN!
% recorder3ZmasyncCard
T recorderUP0SMcCand

"W recordenfecordingStatus
I recorderRecordsinLastintznal
"B recorderChannelStatus
T recorderDbdperstions.
‘B recorderlatVDSSenver
"B recorderRegisteredvDSSeners
"B recorderConnectedVDSServers
@ recorderiediadimostFull

% recorderBufferAlmostFull
- recorderRestartAfterPowerDown
-~ recordarChannalinactivity
‘S recorderUserLogonSuccessful
‘S recorderUserLogonFailed
"B rocordorUserLogomSuccessiul
"% recorderEveniDescrption
S recorderKeepAlive
(1 veRecorderConformance

M| [m

Hest 10.10.10.12
Community  |eswses

SetValue

+ Davice Type

Dievice Type Identifiad  Not Avalable
Suggested OIDs Maone

ObjectiD

Port 161
Write Community

( Relaad

Loading MIBs CL

Dione,

Description Muttivar

Syntax

stamws |

Access

Referance |

Indax

Onjed D

Giobal View (]

Right click on a SNMP OID then select “GET” or “GETNEXT” to obtain the selected
data(s) from VC-MDx Recorder.

SNMP

ManageEngine MibBrawser Free Toal
File Edil View Ogperalions Help

- E Y R ET .

l&4 Loaded Mibhodules

=33 veRacorder
#C] recorderTraps
= racorderData

% recorerhlodl GET

% fecordennCh GETMEXT
W recorderOutch

% racorderDeckha View WIS D
B recordePresence Find Mode

Host 10.10.10.12 Port 161
C LTI Wnte C
SetValue w
Device Type
‘e Identified Mot Available C Reload
d 0IDs. hang -
!Immndmlhmmrrm b enberprises. atis, Fa 0

)

- recordermletWstCliant
S recorderietl CRClient

% recorderhetCSTAClent
"B recordeMetRCA000Cen

- recorderS2masyncCard

% recorderUPDSmeCard
S recorderRecordingSiatus

% recorderRecordsinLastinteral
"W recorderChannelStatus

% recorderDbOperations

% recorderleVDSSener
S recorderiegisteredvDESeners

% recorderConnacledVDSSarvers
"B recordeediaAimestFull

% recorderBufferaimostFull

- recorderRestariflerPowerDown
S recorderChannalinactivity

% recorderUserLagenSuccesshul
B recorderUserLogonFailed

- recorderUserLogoffSuccessiul

% recotderEventDescription

| m recorderkeepiive

- veRecorderCenformance

B ™

Global View []

wrrged B3 T

Dane.

Sent GET requestta 10.10,10.12 ;161
1.36.1.211.2.0
recordererManufacturer.0

1.36.1.4.1.29133
WValceCallect

Description Multivar

Syntax Display5tring | status urent
Access read-prly | Reference

Index

Object ID L1.3.6.1.4. 129133, 11.5.1

Desorption

"Recorder manufacturer: VoiceCollest GubH"™

VoiceCollect GmbH
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4.6

Right click on a SNMP OID folder then select “SNMPWALK” to obtain the all SNMP data(s) from VC-

MDx Recorder.

ManageEngine MibBrawser Free Taal
File Edil \View Operalions Help

2EOB aRBRS eB #20 wd| B O 0wiThe
&

Host 10.10.10.12 Foit 161
Communly  [sweess | write community
=3 veRacorder Setvalus v
i[_"lleoamemsns || - Cwvice Type
ERLLEL Device Tyne Identified ot Avaisbie C Rebad
SO Suggested OI0s hane -
View MIE Descripion  ypeeip | iso.0rg.dog.ntermet, private, enterprises, ats, wecr oer fecrcerData
Find Node
-~ recordetlstagminClient Sent GET raquestto 10.10.10.12: 161 Lal
T fiant 0 VoiceCallect
: :::ﬂ:ﬁ:éﬁ?ﬁgl‘::ﬁt recordertodell VoiceCallect Recorder
=Y 4000 lient no 28
= ard n 2
% recorderPOSMcCard recorderbeckNob 1
[y
"B recorderRecordsinLastintenal o Racarder acts
Sy recorderC: inClient.0 Mo Adminisirator connected
o Iperation lignt.0 Mo Workstaion connedled
: " o CRClient.0 Mo LCR connected
H EIVErS STACheALD
B recorderConngcledvDESeners 10 ARCPIGSTA cennecizd
-y ul 4000CHenE0 Mo RC4000 connected
= ull recorger ard.0 Nainfo availazie
: e owerDown ard.0 Mainfo vailable
racarde ) N "
"% recorderlUserLogonSuccesshul Racarding startod
% recorderUserl ailad 0 records in last interdal
% racorderUse s " 2BM0Z021 21:41:15 Tatal channels: 28, noop: 0, MoSyne:
% recorderEventDescription 0, enabled 23, active: 0
| S recordereepalive recerderDbOperations.0 0 database operations
a8 VDS Server 10.10.10.12 connected
recorderfeqisteredvD s servers.0 1
recorderConnected VDS Servers.d 1
recorderMediaAlmostFulld Wadiais 5% full
recerderBulferAlmostFall.0 Mainfo avaitable
recorderRestartAtterPowerDown.0 Recordes restaied after power down
recorderChannelinactiity.0 There was na activity on channel &
VE-MDOw Recarder SRY3: User ‘Super unlockad the applicati
recorderiserLogon Successul.o =
recorderiserLogonfailed.0 Moinfo availatla
rUserLogoflSuccessiul0 VC-MOx Recorder SR Uiser Super locked the application
recorderEventlescription.d Wainfa available
recorderkeepilive.0 2021-10-28.2140:37.312 v
Desaiption  MuliVer
Syntax Status. current.
Access Referance | |
Ingex
Object D .1.3.6.14,L29133.11.3
LA EEERTED "VC-MDx Recorder parcial MISs are crganized under This Node,n
Glabal view (]

VoiceCollect GmbH
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5 Operating of SNMP TRAP

51

5.2

Open “ManageEngine MibBrowser” and click “View” on menu bar and select “Trap Viewer”.

o

ManageEngine MibBrowser Free Tool
File_Eit View| Oparations Help

TrapViewar  Alt«p ﬁﬁp} ’; %m ‘ i"%.l [~ @Q O.MM_M

Loade Line Graph  AlteL

Global View []

Bx Graph  Alt-B Host 10.10.10.12 Port 161
Samp Table Alt-T Communiy seenee Write Community
Descripton  AltsR Setvalue %
Detug Alt-D Devics Type
¥ Toolgar wtacturar Device Type Identfied Not Avaitie C rebsed
e )
Display s Suggested ODs Nons v
[ : ;mm‘;'” Objedt D 502G dod. nterrmt e, ecvterpr e ks vRacoeder ecorderData
% recorderPresence =
B recordeetagminClient 0, enabled 28, actve 0 ~
"B recorderNetWstClient recorderDoOperations.0 0 database operations
B recorderNgtLCRCHaNt recorderetVDSServer.o VDS Sarver 10.10.10.12 connected
B recorderNaICSTACH
1
. recordesNaRCA00CHEnt rocorerfagtesd Vs Senvorms
o et recordercs 0 1
B recorderUP0SINCCard recorderfiedisAlmosFulld Madia ts 95% full
B No info availabie
b 0 R e
8 rocordesChannelStass ocorder astaitad afer power down
B r0cordeiDbOparatens recorderChannelnactiity.0 There was no 3cihvity on channsd 8
W re00rderNetvDSSeever VCMDx Recorder SRV Usee 'Supsr unlocked the applicati
orderUserLogonSuccessiul0
W recordeRegislerecvDESeners i on.
Wy recordesC ) No Info avsllable
% recorderactaslmostFull
B (600 BUIEAMOST rocorderserLogoltSuccasstd VC-MDx Recorder SRV Usar Supar locked the applicatica
% recorderRestaitAfiacPowerCown %
& recordesC 0 No info available
* < al 0 2021-10-28 215437293 v
B reCOr0etUseL0DoNFaied
™ Mutiver
B recorderEventDescnption Syntax Status
B recorderKesnaig - o i
3 (3 veRecorderCaeformance pres Reference
Index ! R ——
ObjedID 1-1.3.6.1.41.20133.11.3
s ™ e 2 : -
Descrigtion /C-MIx Recorder partial MIB= are crganized under this Node.

Insert IP address of VC-MDx Recorder machine on “TrapParser” then click Add and Start.

ManageEngine MibBrowser Free Tool
File Edit View Operations Help

X

2d A

8

&% Loaded MibModule:

#_ TrapViewer

BREES 1 eE <@ BE O G| 0wl

= O X

v

Class

Type Source

Date

Message

E |

[ Authenticate viA2c traps (Community)

[JEnable Logging | Log Format |

[] Authenticate v3 Trap [J Enable Mail = Configure Mail
Port 162 TrapList | 162:public Add | Del |
Community  |public TrapParser ‘ 10.10.10.12 [ Load ‘

e

Stop | Show Details

Delete Entry

| PamserEdtor ||

| Traps : 0lInform: 0 I

Status : Added in the TrapList |

" Index
£ >|| oObjectiD
Description
Global View []

VoiceCollect GmbH
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5.3 The window “TrapViewer” is running.
ManageEngine MibBrowser Free Tool — O X
File Edit View Operations Help
RIS BRrERD kB <@ @B ESG
[& Loaded MibModules——.
#°_ TrapViewer - O
Class Type Source Date Message
[ ~
| Authenticate vIA2c traps (Community) Enable Logging |Log Format
| | Authenticate v3 Trap || Enable Mail l ¢
i | 5
Port 162 Traplist  162public v Add
Community  |public TrapParser ’10.10.10.12 2%
\ Start I Stop | showDetails. DeleteEnty | Parsercditor 1|
Traps : 0lInform: 0 Status : Listening for Traps
ndex
oS N >|| ObjectiD
Description
Global View []
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5.4 The “TrapViewer” is getting a Trap data from VC-MDx Recorder.

4 T — 1
Class Type Source Date Message
Clear v2c Trap 10.10.10.12  |Mon Jun 20 02:34:43 VET 2022\. 1.3.6.1,2.1.1.3.0: TimeTicks: 0 hours, 3...
Clear v2c Trap 10.10.10.12 Mon] 8
Glear | vacTrap | 10.10.10.12 |Mong L= Trap Details - B X
Clear v2c Trap 10.10.10.12  |Mon 3
Clear | v2cTrap 10.10.10.12  |Mon 3 TimeStamp 10 nours, 39 minutes, 7 seconds. ‘
Clear v2c Trap 10.10.10.12  |Mon 3 :
Enterprise ‘ ‘
Generic Type | ‘
Specific Type ‘ ‘
Authenticate viA2c traps {Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 39 minutes, 7 seconds.:
Authenticate v3 Trap +1.3.6.1.6.3.1.1.4.1.0: Object ID: wle 396141, 29133,11.2.0,22%
B .1.3.6.1.4.1.29133.11.3.16.0: 20/06/2022 7: 04: 43 Total channels: 66, noop: 8, NoSync:
Port 162 40, enabled: 16, active: O0:
Community public 1 :
— — Severity |C1ear
Start Stop §
Entity 110.10.10.12
‘ &xx | Traps : 6 Inform: 0
| RemotePort ‘161

Community lpubnc

Node \10.10.10.12

Source [10.10.10.12

TimeReceived luon Jun 20 02:34:45 VET 2022

|
|
|
LocalPort |162 ‘
|
|
|
|
|

HelpURL |0—0.html
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5.5

Double click that Trap data then a window “Trap Details” displayed for the message.

Class Type Source Date Message
Clear v2cTrap 10.10,10.12  |Mon Jun 20 02:34:43 VET 2022]. 1.3.6.1.2.1.1.3.0: TimeTicks: 0 hours, 3...
Clear v2c Trap 10.10.10.12  [Mon I — S
Glear | vacirep | 10.10.10.12 |mony (2 Trap Details - 0O
Clear v2c Trap 10.10.10.12  [Mon 3
Clear | v2cTrap | 10.10.10.12 |Mon  TimeStamp [o hours; 39 minutea; 3 seconds: l
Clear v2c Trap 10.10.10.12  |Mon 3 5
Enterprise [ ]
Generic Type [ ‘
Specific Type [ l
Authenticate viA2c traps {Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 39 minutes, 7 seconds.:
Authenticate v3 Trap «1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.22:
.1.3.6.1.4.1.29133.11.3.16.0: 20/06/2022 7: 04: 43 Total channels: 66, noop: 8, NoSync:
Port 162 ‘ 40, enabled: 16, active: O0:
Community public ‘1 :
— — Severity [Clear
Start Stop !
-+ Entity [10.10.10.12
| xxa [Traps : 6Inform: 0 ’
! RemotePort |49
LocalPort [152

Community [public

Node |1o.1o.10.12

Source [10.10.10.12

TimeReceived lMon Jun 20 02:34:45 VET 2022

HelpURL [o—o.hcml

VoiceCollect GmbH

20 (35)



VoiceCollect

SNMP V2

6.1

SNMP TRAP Samples

Below is the sample images correlation between message on VC-MDx Recorder and SNMP Trap

VC-MDx Workstation: Connected

{1.3.6.1.4.1. 29133.11.3.8.0} — VC-MDx Workstation :Connected

Class Type Source Date

Message

Clear v2cTrap 10.10.10.12  |Mon Jun 20 02:1]

Clear v2c Trap 10.10.10.12  |Mon Jun 20 02:1]

|£| Trap Details

Clear v2c Trap 10.10.10.12  |Mon Jun 20 02: 1§

Authenticate viA2c traps (Community)
Authenticate v3 Trap
Port 162 TrapList
Community  |public TrapParse
Start Stop Show D

‘ xxa ’Traps: 3Inform: 0

TimeStamp (o nours,

22 minutes, 14 seconds.

TimeReceived IMon Jun 20 02:17:52 VET 2022

HelpURL

|
Enterprise | \
Generic Type | \
Specific Type | '
Message «1.3.6.1.2.1.1.3.0: TimeTicks: 0 hours, 14 seconds.:
-1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.18:
.1.3.6.1.4.1.29133.11.3.8.0: Workstation SRV3 connected:
Severity [creax |
Entity [10.10.10.22 |
RemotePort (141 |
LocalPort ilﬁz \
Community  |pupisc \
Node [10.10.10.122 |
Source [10.10.10.12 \
|
|

lO—O.hcml

VoiceCollect GmbH
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6.2 VC-MDx Workstation : disconnected

{1.3.6.1.4.1. 29133.11.3.8.0} — VC-MDx Workstation : disconnected

24 Tra

‘ xx ’Traps: 2Inform: 0

RemotePort [161

Class Type Source Date Message
Clear | v2cTrep | 10.10.10.12  |Mon3un 20028 |4 Trap Details = [m}
Clear | v2cTrap | 10.10.10.12  |Mon Jun 20 02:1
TimeStamp [o hours, 22 minutes, 56 seconds. ‘
Enterprise ‘ ‘
Generic Type [ ‘
Specific Type l ‘
Message . i i . .
Authenticate viAV2¢ traps (Community) g «1.3.6.1.2.1.1.3.0: TimeTicks: 56 seconds.:
.1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.18:
Authenticate v3 Trap .1.3.6.1.4.1.29133.11.3.8.0: Workstation SRV3 disconnected:
Port 162 TrapList| severity [ Clear
Community  |public TrapParse 4
| Entity ‘10.10.10.12
Start Stop Show D]

LocalPort ‘ 162

Community ‘pu.blic

Node ‘10.10.10.12

Source [10.10.10.12

TimeReceived lMon Jun 20 02:18:33 VET 2022

HelpURL ‘O—O.‘ntml
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6.3 VDS Connected
{1.3.6.1.4.1. 29133.11.3.23.0} — VDS Connected

[ SRV3 - VC-MDx Recorder - IR Buffer Records - Super - o X
Lock  View Records  Settings  Semvice  Help
) ) i N\ [G I B . (
= P rae Epesd y OuinC Nngul gl |
= S ] 4 = -

Stetus | Record ID_| Channel Num... | Channel Name | User ID [ Case | Short Comment | Protected [ Called ... [ Ca... | Marked | Direction | Start Tme | Stop Time | Duration | Disc Lak
B Closed 4581 5 Anlog No No 17/06/2022 30404 17/08/20223.0555  00:0151
XClosed 4380 3 Anlog No No 17/06/202222513  17/08/202222933 000020  NAS 20
KClosed 4579 3 Anidlog No No 17/06/202222830  17/06/202222845 000016
1 Closed 4578 1 Aridlog No Yes 17/06/202222321  17/08/2022224:18 000057  NAS 20
KClosed 4977 3 charmel_2 No No 17/06/2022 15719 17/06/2022200:22 000302
B Closed 4576 1 channel_1 No Yes 17/06/2022 15444 17/06/20221:85:11  00:00:27 =%
[ Closed 4975 1 chamnel_1 No Yes 17/06/2022 15322 17/06/2022 15418 D0:00:56
P llosed 4974 2 charmel_2 No Yes 16/06/20226:3213  16/06/20226:32:29 000016
[ Closed 4973 1 chamnel_1 No Yes 16/06/20226:2858  16/06/20226:2853 000055 =]
[ Closed 4972 1 chamnel_1 N Yes 16/06/2022601:40  16/06/20226:0206  00:00:26
P llosed 4871 2 charmel_2 N No 14/06/2022 10:10:38  14/06/2022 10:11:00  00:00:21 =)
i Ciosed 4970 1 chamel_1 N No 14/06/2022 10:10:38  14/06/2022 10:11:00  00:00:21
P llosed 4954 2 chammel_2 N No 14/06/2022671652  14/06/20226:1659 000007
X Ciosed 4963 1 chamel_1 N No 14/06/2022671652  14/06/20226:1659 000007
P Closed 4963 2 chammel_2 13/06 N No 13/06/2022650:45  13/06/2022651:18  00:00:33 @
X Closed 4968 1 chamel_1 13/06 N No 13/06/2022650:45  13/06/2022651:18  00:00:33
| Closed 4967 5 chammel_5 No No 13/06/202264823  13/06/20226:4833 000010 o
P Closed 4965 2 chammel_2 No No 13/06/202262214  13/06/202262231 000018
| Closed 4965 1 chammel_1 No No 13/06/202262214  13/06/202262231 000018

=
< >
Displayed records: 19(1- 13)  Filiered: 19, Total: 19

e THCHHHTITHOIIEITORPEY
— T T o o O o

Recording Channels e
£ Active Calls: 0 Vossage T T
3 17/06/2022 3:28:14 10.10.10.12 VDS corected NO

IR Buffer
I# From: 13/06/2022 6:22:14
HITo: 1710612022 3.05:55

Decks
@ NAS: Ready, Used 0%
@ A Fiected
Messages
lew messages: 1  Sicknovledge J  Acknawledge All J K Delete J % Delete All J
AErrors: 0, f=\armings: 0
AT er — O
Class Type Source Date Message

Clear v2c Trap 10.10.10.12  |Mon Jun 20 02:15:03 VET 2022[, 1.3.6.1.2.1,1.3.0: TimeTicks: 0 hours, 1...

Clear v2cTrap 10.10.10.12 MonlJunZ z
Clear | vacTrap | 10.10.10.12 |MonJunj (2 Trap Details
Clear v2c Trap 10.10,10.12  Mon Jun 2
TimeStamp [0 hours, 19 minutes, 34 seconds. ‘
Enterprise [ J
Generic Type I ‘
Specific Type [ ‘
Authenticate viN2c traps (Community)
Message 1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 19 minutes, 34 seconds.:
Authenticate v3 Trap A:3:6.1.6:3:11.4:1.0 '"Object ID:Y 1.3.6.1.4.1.29133.11.2:0.18:
o .1.3.6.1.4.1.29133.11.3.21.0: VDS Server 10.10.10.12 connected:
Port 162 Tr: 1.3.6.1.4.1.29133.11.3.23.0: INTEGER: 1:
Community  |public Trap )
Severity [Clear
Start Stop %
Entity [10.10.10.12
‘ & | Traps: 4Inform: 0 |

LocalPort I162

Community [public

Node [10.10.10.12

Source [10.10.10.12

TimeReceived [Mon Jun 20 02:15:12 VET 2022

|
|
RemotePort [151 J
|
|
|
|
|
|

HelpURL [O—O.html

VoiceCollect GmbH 23 (35)



VoiceCollect

6.4

User logged off/llocked successful from the recorder

SNMP V2

{.1.3.6.1.4.1. 29133.11.3.30} — User logged off/locked successful from the recorder

o STVE-C-MDx Racorder - IR Bufler Racords - Supes

WViD>x14

User name
Password
" Foureyes password
[E] hense pesaweed

——
R —

I Rememberme

~OK 3 Cancal

Active channels: 0 of 28

VDS connected: 1 of 1

RIAB connected: 0 of 0

Buffer: 1% filled

Admin connected: No
Messages: 0 errors 1 warnings
Active client connections: 2

Authenticate viv2c traps (Community)
Authenticate v3 Trap
Port 162 Tr:

Community Trap

t Stop S

t
’ xx ’Traps: 4Inform: 0

TimeStamp
Enterprise
Generic Type
Specific Type

Message

Severity

Entity
RemotePort
LocalPort
Community
Node

Source
TimeReceived

HelpURL

Class Type Source Date Message
Clear v2c Trap 10.10.10.12  |Mon Jun 20 02:06:03 VET 2022/.1.3.6.1.2.1.1,3.0: TimeTicks: 0 hours, 1...
Clear v2cTrap 10.10. 10.» }2 VMon Jun )
Clear v2c Trap 10.10.10.12 |MonJung = Trap Details
Clear v2c Trap 10.10.10.12  |Mon Jun

[0 hours, 10 minutes, 26 seconds.

1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 10 minutes, 26 seconds.:
<XI376:.1,6:31.1401.0% ‘Object ID: 1306 Y AT F0I33 I I2 00T
1.3.6.1.4.1.29133.11.3.30.0: VC-MDx Recorder SRV3: User 'Super' locked the application.
lcleax

[10.10.10.12

{161

|162

T
ipublic

{10.10.10.12

!lOAlOAlO.IZ

iMcm Jun 20 02:06:03 VET 2022
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6.5 User logged on/unlocked failed on the recorder

{.1.3.6.1.4.1. 29133.11.3.29} — User logged on/unlocked failed on the recorder

[ SRV2 - VC-MDx Recorder - IR Buffer Records - Super - o X
Lock View Records Settings Service Help
" 4
{ 4 ’ iy

Stgtus | Record ID_| Channel Num... | Channel Name | User ID | Case | Short Comment | Protected [ Called N... [ Ca... | Marked [ Direction | Start Time | Stop Time | Durgtion | Disc Lat

& Closed 4381 5 Analog No No 17/06/2022 3:.04:04  17/06/2022 3:.05:55  00:01:51

Fﬂosed 4380 3 Analog Mo No 17/06/2022 22913 17/06/20222:2933  00:00:20  NAS 207

Fﬂosed 4378 3 Analog No No 17/06/2022 228:30  17/06/2022 2:28:46  00:00:16

D Closed 4972 1 Analog No Yes 17/06/2022 22321 17/06/202222418 000057 NAS 20:

Fﬂosed 4977 3 channel_3 Mo No 17/06/2022 15719 17/06/20222:00:22  00:03:02

R Closed 4376 1 channel_1 Mo Yes 17/06/2022 1:54:44  17/06/2022 1:55:11 00:00:27 m
D Closed 4975 1 channel_1 No Yes 17/06/2022 15322 17/06/2022 15418 00:00.56

# Closed 4374 2 channel_2 No Yes 16/06/2022 63213 16/06/202263228  00:00.16

R Closed 4373 1 channel_1 Mo Yes 16/06/2022 6:28:58  16/06/2022 6:29:53  00:00:55 m
B Closed 4372 1 channel_1 Mo Yes 16/06/2022 6:01:40  16/06/2022 6:02.06  00:00:26

# Closed 4371 2 channel_2 No No 14/06/2022 10:10:33  14/06/2022 10:11.00  00:00:21 =
B Closed 4370 1 channel_1 Mo No 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00:21

’ Closed 4364 2 channel_2 Mo No 14/06/2022 6:16:52  14/06/2022 6:16:59  00:00:07

D Closed 4963 1 channel_1 No No 14/06/2022 6:1652  14/06/2022 61659 00:00.07

# Closed 4369 2 channel_2 13/06 No No 13/06/2022 65045 13/06/2022 65118 00:00.33 IE
B Closed 4368 1 channel_1 13/06 Mo No 13/06/2022 6:50:45  13/06/20226:51:118  00:00:33

B Closed 4367 5 channel_5 Mo No 13/06/2022 6:48:23  13/06/20226:48:33  00:00:10 m
# Closed 4365 2 channel_2 No No 13/06/2022622:14  13/06/202262231  00:00.18

B Closed 4365 1 channel_1 Mo No 13/06/2022 6:22:14  13/06/2022 6:22:31 00:00:18

&

< >
Displayed records: 19 (1- 19) / Filtered: 19/ Total: 19

Start time:

Stop time:

Recording Channels Messages
£ Active Calls: D [ Acknowiedged i
7/06/2022 3:15:57 Unlocking the appication failed - bad usemame or passward(User ) NO
e~ (8 17/06/2022 3-15:56 Unlocking the application falld - bad usemame or password(User User) NO
% 17/06/2022 3:07:46 Deck A: No disk in uni NO

I+ From: 13/06/2022 6:22.14
A To:  17/06/2022 3:05:55
Decks

@ NAS: Ready, Used 0%
2 A Ejected

Messages
G [t  Acknowledgs J  Acknowlsdge All J X Delete J ¥ Delete All J
MErrors: 0. fiWarnings: 1
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Source Date

10.10.10.12

Class Type
Clear | v2cTrap |

|Mon Jun 20 02:09:24 VET 2022}.1.3.6.1.2.1.1.3.0: TimeTicks: 0 hours; 1...|

Message

Trap Details

Authenticate viA2c traps (Community)
Authenticate v3 Trap

Port 162 Tr:

public Tral

Community

Start

TimeStamp [0 hours, 13 minutes, 46 seconds.

Enterprise l |
Generic Type [ |
Specific Type l |
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 13 minutes, 46 seconds.:
.1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.28:
.1.3.6.1.4.1.29133.11.3.29.0: VC-MDx Recorder SRV3: Unlocking the application failed - b
ad username or password(User 'Supers'):
Severity [c1ear
Entity |10.10.10.12

RemotePort [1 61

LocalPort |162

Community [public

Node |10.10.10.12

Source [10.10.10.12

TimeReceived lMon Jun 20 02:09:24 VET 2022

HelpURL [o-o.hcm_l

VoiceCollect GmbH
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User logged on/unlocked successful on the recorder

SNMP V2

{.1.3.6.1.4.1. 29133.11.3.28} — User logged on/unlocked successful on the recorder

| %] Trap Details

Class Type Source Date
Clear v2c Trap 10.10.10.12 Mon Jun 20 02:503
Clear v2c Trap 10.10.10.12 Mon Jun 20 02:50
Clear v2c Trap 10,10.10.12 Mon Jun 20 02:50:
Clear v2cTrap 10.10,10,12 Mon Jun 20 02:503
Clear v2cTrap 10.10.10,12 Mon Jun 20 02:50:
Clear v2cTrap 10.10.10,12 Mon Jun 20 02:51;
Clear
Clear
Authenticate viN2c traps (Community) Enable |
Authenticate v3 Trap Enable
Port 162 TrapList 162:public v
Community  |public [TrapParser  10.10.10.12
Start Stop Show Details Delete Entry|

[ oxx ’Traps: 8Inform: 0

Status : Listening for Tr:

TimeStamp

Enterprise

Generic Type

Specific Type

Message

Severity

Entity

RemotePort

LocalPort

Community

Node

Source

TimeReceived

HelpURL

0 hours, 54 minutes, 45 seconds.

|
|

€:102.3:.1:.3.0:
.6.1.
6.1

d the application.:

6.3.1.1.4:1.0:
.4.1.29133.11.3.28.0:

TimeTicks:
Object ID:

0 hours,

54 minutes,

45 seconds.:

.1.3.6.1.4.1.29133.11.2.0.27:

VC-MDx Recorder SRV3:

User 'Super' unlocke

110.10.10.12

|
[
|
[
l
‘[publlc
[
|
[

Mon

Jun 20 02:50:23 VET 2022
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6.7 Recording Started.
{1.3.6.1.4.1. 29133.11.3.14} — Recording Started.

o ” 0O
Class  Type Source Date Message
Clear v2c Trap 10.10.10.12  |Mon Jun 20 02:02.'42VE|'2022].1.3.6. 1.2.1.1.3.0: TimeTicks: 0 hours, 7...
Clear v2cTrap 10.10.10.12  |Mon Jun ~ y
Clear | v2cTrap | 10.10.10.12 |Mon3Junj L Trap Details - a X
Clear v2c Trap 10.10.10.12  |Mon Jun :
TimeStamp {0 hours, 7 minutes, 5 seconds. |
Enterprise l I
Generic Type l |
Specific Type ’ |
Authenticate viiv2c traps (Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: 0O hours, 7 minutes, 5 seconds.:
Authenticate v3 Trap .1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.20:
= .1.3.6.1.4.1.29133.11.3.14.0: Recording started:
Port 162 Tr:
Community  |public Trap| Severity |C1ear
Start Stop S| Entity ‘10.10_10_12
’ o600 l Traps: 4Inform: 0 RemotePort | 161
LocalPort |162

Community {pu_blic

Node |10.10.10.12

Source |10.10.10.12

) et
TimeReceived }Mon Jun 20 02:02:42 VET 2022

HelpURL ‘O—O.hcml
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6.8

VC-MDx Administrator : Connected

{.1.3.6.1.4.1. 29133.11.3.28} — VC-MDx Administrator : Connected

E Dx Re B ur u]
Lock  View Records  Settings  Service  Help
- 3 S [HFD S gt @ B3HST
- S T E - ]

Status | Record ID_| Channel Num... | Channel Name | User ID | Case | Short Comment [ Protected | Called N... [ Ca... [ Marked [ Direction | Start Time | Stop Time: | Duration [ Disc Lak:

B Closed 4981 5 Analog No No 17/06/2022 3:04:04  17/06/2022 3:05:55  00:01:51

Fﬂosed 4380 3 Analog No No 17/06/2022 22313 17/06/20222:23:33  00:00:20  NAS 20

K'Closed 4979 3 Anzlog No No 17/06/2022228:30  17/06/20222:28:46  00:00:16

R Closed 4978 1 Anzlog No Yes 17/06/2022 22321 17/06/20222:2418  00:0057  NAS 20

RClosed 4977 3 channel_3 No No 17/06/2022 157:19  17/06/20222:0022  00:03:.02 -

R Closed 4976 1 channel_1 No Yes 17/06/2022 1:54:44  17/06/2022 15511 00:00:27 B
R Closed 4975 1 channel_1 No Yes 17/06/2022153:22  17/06/20221:54:18  00:00:56

P Closed 4974 2 channel_2 No Yes 16/06/20226:32113  16/06/20226:3229  00:00:16 ,

R Closed 4973 1 channel_1 No Yes 16/06/20226:28:58  16/06/20226:2953  00:00:55 B4
R Closed 4972 1 channel_1 No Yes 16/06/20226:01:40  16/06/20226:02:06  00:00:26

# Closed 4971 2 channel_2 No No 14/06/2022 10:10:39  14/06/202210:11:00  00:00:21 =
X Closed 4970 1 channel_1 No No 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00:21

# Closed 4964 2 channel_2 No No 14/06/2022 6:16:52  14/06/2022 6:16:59  00:00.07

X Closed 4963 1 channel_1 No No 14/06/2022 6:16:52  14/06/2022 6:16:59  00:00:07 o

# Closed 4969 2 chann 15045  13/06/20226:51:18  00:00:33 E
R Closed 4968 1 channel % Network Connections 7 X 5045 13/06/202265118  00:00:33

R Closed 4967 5 channel 4823 13/06/20226:48:33  00:00:10 B
# Closed 4966 2 chamel | 17 T Neme [ Cirricstr b i 13/06/2022622:31  00:00:18

R Closed 4965 1 chamel | 5 iisor e T 13/06/2022622:31  00:00:18

iorkstation SRV3 00:04:52 f‘:&

< >

g ¥ Close

EEEEE

IEORWEY

Volume  [Backofset Duration m DSE
S— © ) e BEo
Recording Channdls Recording Channels =@ D= Connected to 0 of 1 VOIP server(s)
A Ll 1 o e 4 5 5 7 3 3 10 2 13 1 S
P E = p XN F @ p F = 2
IR Buffer Analog Analog Analog Analog Analog Analog Analog Analog Analog Analog Analog Analog
i From: 19062022 62214 15 1 17 18 18 x 21 2 2 2% 2% 27 2
WTo: 1710612022 3.05: Q) N
© NoOF R 3 2 B 23 43 a2 33 43 &
Decks Analog  Analog PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM
gxﬁém, Used 0% 2 20 3 2 k] k') 35 3 7 £ 4 41 )
23 43 47 43 & &3 43 43 423 43 3 43 a2
[ PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM %)
New messages: 6 = . .
MErrors: 0, Warnings: 6 woma | aswu | » Congursion |  Advanced channel information
J 1 Show all channels
4. TrapViewer . O
Class Type Source Date Message
Clear v2cTrap 10.10.10.12  |Mon Jun 20 02:22:43 VET Z)22L1.3.S.1.2.1.L3.0: TimeTicks: 0 hours; 2...
Clear v2c Trap 10.10.10.12  |Mon ] — )
Clear | v2cTrap 10.10.10.12  |Mon] L Trap Details - O
Clear v2c Trap 10.10.10.12  |Mon ]
TimeStamp [0 nours, 27 minutes, 5 seconds.
Enterprise [
Generic Type [
Specific Type ’
Authenticate viA2c traps (Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 27 minutes, 5 seconds.:
Authenticate v3 Trap .1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.18:
— — -1.3.6.1.4.1.29133.11.3.7.0: Administrator SRV3 connected:
Port 162
Community  public 1 severity EClear
S 2 _| Entity !10 .10.10.12
xxa ‘ Traps : 4 Inform: 0 RemotePort [161

LocalPort ! 162

Community [public

Node !10.10.10.12

Source [10.10.10.12

TimeReceived Il-ion Jun 20 02:22:43 VET 2022

HelpURL (o—o .ntml
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6.9 VC-MDx Administrator : disconnected

{.1.3.6.1.4.1. 29133.11.3.7} — VC-MDx Administrator : disconnected

51 € = |
Class Type Source Date Message
Clear | v2cTrap | 10.10.10.12  |Mon Jun 20 02:23:30 VET 2022|.1.3.6.1.2.1.1,3.0: TimeTicks: 0 hours, 2...
Clear [ v2cTrap | 10.10.10.12 [Mon] — -
|£)| Trap Details - &l X
TimeStamp IO hours, 27 minutes, 52 seconds. ‘
Enterprise ’ ‘
Generic Type l ‘
Specific Type l ‘
Authenticate viA2c traps (Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 27 minutes, 52 seconds.:
Authenticate v3 Trap .1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.18:
T .1.3.6.1.4.1.29133.11.3.7.0: Administrator SRV3 disconnected:
Port 162
Community Dubhrc ,J Severity ‘Clear
Rl HHoE | Entity |10 .10.10.12
{ xxa l Traps: 2Inform: 0 RemotePort ’161
LocalPort |162

Community ’pu.blic

Node |10.10.10.12

Source ’10.10.10.12

TimeReceived lMon Jun 20 02:23:30 VET 2022

HelpURL lo—o .html
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6.10  Channels inactivity (Restored Channel)
{1.3.6.1.4.1. 29133.11.2.7} - Channels inactivity (Restored Channel)

[ SRV3 - VC-MDx Recorder - IR Buffer Records - Super - O X
Lock  Miew  Records  Setfings  Service  Help

iﬂ-l‘-w %WJWQ

Situs | Record ID Charnsl Name | User ID Called Number | Caling Number | Direction | Start Time Time Durstion | Ring Durstion | Prat
K acive 950 28 Voip 10101012 Radil Radio! Incoming  28/10/2021 11:05:06 Mo
8 Active 549 B Analog 281072021 11 No
£ Active 948 7 Analog 28/10/2021 11 No
{8 Active 947 3 Anzlog 28/10/2021 11:05:18 o
£ Active 346 5 Analog 28/10/2021 11:05:18 No
8 Active 945 4 Anlog 28/10/2021 11:05:18 No
i Active 944 3 Anzlog 28/10/2021 11:05:18 o
8 Active 543 2 Analog 28/10/2021 11:05:18 No
{5 Acive 942 1 Anlog 28/10/2021 1 No
S Closed 941 8 Anzlog 28/10/2021 10: 28/10/2021 10:37:26 No
A Closed 940 7 Analog 28/10/2021 10:06:14  28/10/2021 10:37:26 No
R Closed 933 6 Anzlog 28/10/2021 10:06:14  28/10/2021 10:37:26 No
S Closed 932 5 Anzlog 28/10/2021 10:06:14  28/10/2021 10:37:26 Mo
I Closed 537 4 Analog 28/10/2021 10:06:14  28/10/2021 10:37:26 No
S Closed 935 3 Anlog 28/10/2021 10:06:14  28/10/2021 10:37:26 No
R Closed 535 2 Anzlog 28/10/2021 10:06:14  28/10/2021 10:37:26 o
S Closed 934 1 Analog 28/10/2021 10:06:14  28/10/2021 10:37:26 No
S Closed 933 8 Anzlog 28/10/2021 10:03:09  28/10/2021 10:04:38 No
[ Closed 932 7 Analog 28/10/2021 10:03:09  28/10/2021 10:04:38 No
IR Closed 931 [; Analog 28/10/2021 10:03:09  28/10/2021 10.04:38 No
I Closed 930 5 Anzlog 28/10/2021 10:03:09  28/10/2021 10:04:38 No
< >
Displayed records: 100 (1 - 100} / Filtered: 950 Total: 850

Calling No.-
Called No-
Compression: --'—-r'-q-—-'-—"-r-ﬁ'*—‘*w—“—-——-'
DSE: = —- =
Volume Back offset Dnlabon m Slup DSE
—— =) | (=) [ s IOl s [0
Recording Channels Messages
£53 Active Calls: 9

¥ 23/10/2021 11:09:07 The activiy was restored on channel 28,

28/10/2021 11:01:57 There was no activity an channel 28
281072021 10:5%:07 Unlacking the application faied - bad usemame or password (User supsr) NO
28/10/2021 10:46:37 LAN connection “Ethemet” changed state: connecied NO
b 28/10/2021 10:38:55 LAN connection "Ethemet” changed state: disconnected NO

® From: 22/10/2021 13545
I To: 2871072021 10:37:26

Decks
© A Ready, Used 99%

Messages

“WiNew messages: 5

MErrors: 0, fWarmings: 2 v J M Al J K Delete J X Delete All J

- o x Trap Details - o x
Source Date Message
ol LSRN Kot I o f S b SO TimeStamp |4 nours, 7 minuces, 9 seconds.
Clear | w3Trap | 10.10.10.12 | TruOct28 10:49:35 10T 2021 [ 13.6.1.2. 1,130 4
Clear | w3Trap | 10.10.10.12 301CT 2021 Enterprise
Clear | wiTrap | 10.10.10.12 071CT 2021
Clear | w3Trap | 10.10.10.12 2H1CT 2021, GenericType
Clar | wiTrap | 10.10.10.12 17IET 21
Clear | w3ITrap | 10.10.10.12 1B 1CT 2021 Specific Type |
Clear | w3Trap | 10.10.10.12 S81CT 2021
Clear | v3Trap | 10.10.10,12 | TriOct28 11:05:19 10T 2021 1,3.6.1.2.1,1.3.0;
Ciear | v3Trap | 10.10,10.12 | TruOct 28 TL:08:07 CT 2021 1.3.6. 1.2.1. 13,07 TrmeTidst Lhaours, 7o v || 95529° .1.3.6.1.2.1.1.3.0: TimeTicks: 1 hours, 7 minutes, 9 seconds.:
: .1.3.6.1.6,3.1,1.4.1.0: Object ID: .1.3.6,1.4.1.29133.11.2.0.7:
| Authenticate vik2c traps (Community) Enable Logging |LogFormal + .iso.org.dod.internet.private.enterprises.atis.vcoRecorder.recorderData. record
ezChannellnactivity.0: The activity was restored on channel 28:

Authenticate v3 Trap Enable Mail Configure Mail
Port 162 TrapList 16Zpublic v Add | Del Severity Clear |
Community  public TrapParser 10.10.10.12 ‘ Load
F nlity 10.10.10.12

Start [ Stop | snowDetais || DeleteEnty || Parsecdlor |
RemotePort

‘ |Tlans: 11 Inform : 0| Stalus : Listening for Traps 161

LocalPort 162

Community  [5u17 |

Node 10,10.10.12

Source 10.10.10.12

TimeReceived |Thny oot 28 11:08:07 ICT 2021 |

HelpURL  [g_p, nar |
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6.11  Recording started/stopped event (Stopped Channel)
{.1.3.6.1.4.1. 29133.11.3.14} — Recording started/stopped event (Stopped Channel)

[ SRV3 - VC-MDx Recorder - IR Buffer Records - Super - o X
Lock  View Records Settings. Service Help
R RS TIEe Y, 855
: S s . c B G G

Status | Record ID_| Channel Num... | Channel Name | User ID [ Case | Shot Comment | Protected [ Called N... [ Ca.. | Marked | Direction [ Start Time | Stop Time | Duration [ Disc Lat|

R Closed 4981 5 Analog No No 17/06/20223:04:04  17/06/2022 30555  00:01:51

RClosed 4980 3 Anlog No No 17/06/2022229:13  17/06/202222933  00:00:20  NAS 20}

XClosed 4979 3 Anzlog No No 17/06/20222:28:30  17/06/20222:28:46  00:00:16

B Closed 4978 1 Analog No Yes 17/06/2022223:21  17/06/202222418  00:00:57  NAS 20}

KClosed 4977 3 channel_3 No No 17/06/2022 15719 17/06/20222:0022  00:03:02

Closed 4976 1 channel_1 No Yes 17/06/2022 1:54:44  17/06/2022155:11  00:00:27 B
B Closed 4975 1 channel_1 No Yes 17/06/2022153:22  17/06/2022 15418 00:00:56

£ Closed 4974 2 channel 2 No Yes 16/06/20226:32:13  16/06/20226:3229  00:00:16 -

B Closed 4973 1 channel_1 No Yes 16/06/20226:28:58  16/06/2022 62953  00:00:55 Ee
S Closed 4972 1 channel_1 No Yes 16/06/20226:01:40  16/06/20226:02:06  00:00:26

# Closed 4971 2 channel_2 No No 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00:21 =
B Closed 4970 1 channel_1 No No 14/06/2022 10:10:39  14/06/2022 10:11:00  00:00:21
£ Closed 4964 2 channel_2 No No 14/06/20226:16:52  14/06/20226:1659  00:00:07
BClosed 4963 1 channel_1 No No 14/06/2022 6:16:52  14/06/20226:1659  00:00:07
£ Closed 4969 2 channel_2 13/06 No No 13/06/2022 65045  13/06/2022651:18  00:00:33 E
S Closed 4968 1 channel_1 13/06 No No 13/06/2022 65045  13/06/20226:51:18  00:00:33
B Closed 4967 5 channel 5 No No 13/06/20226:48:23  13/06/20226:48:33  00:00:10 B
£ Closed 4966 2 channel_2 No No 13/06/2022 62214 13/06/20226:2231  00:00:18
B Closed 4965 1 channel_1 No No 13/06/2022 62214 13/06/20226:2231  00:00:18
i, 4

< >
Displayed records: 19 (1 - 19) / Filtered: 19/ Total: 19

Volume Back offset Duration m
O o =[C] o BEo

Rbconig Clasnds Recording Channels =W [D= Connected to 0 of 1 VOIP server(s)
Ac tai O o o 3 4 5 6 Z 3 3 10 1 12 13 14 ~
Q Q Q
X Fom » X Fom »p X F om 2’
IR Buffer Analog  Analog  Analog  Analog  Analog  Analog  Analog  Analog  Analog  Analog  Analog  Andlog  Analog  Analog
I+ From: 1310612022 6:22:14 B f‘ 17 18 19 2 } 2 2 24 25 2% 27 28
T X B B X - -3 - - - -~
Decks Analog  Analog  PCM PCM PCM pem PCM PCM FCM PCM FCM PCM PCM PCM
gx}g: Ready, Used 0% 2 30 31 2 33 3 35 3 37 38 3 40 41 42
e I~ Y ~ | [r = = = D= S = S = S = §
Messages PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM 9
“=INew messages: 0 z
Errors: 0, fWarnings: 0 St Al J aSiop Al J  Coiuion J (' Advanced channel information
- [ Show all channels
4 — =]
Class Type Source Date Message
Clear | v2cTrap | 10.10.10.12  |Mon Jun 20 02:05:02 VET 2022).1.3.6.1.2.1.1.3.0: TimeTicks: 0 hours, 9...
[£] Trap Details o m] X
TimeStamp ‘0 hours, 9 minutes, 24 seconds. l
Enterprise [ ‘
Generic Type [ I
Specific Type l ‘
Authenticate viIN2c traps (Community)
Message 1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 9 minutes, 24 seconds.:
Authenticate v3 Trap 1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.20:
1.3.6.1.4.1.29133.11.3.14.0: Recording stopped:
Port 162 Tr:
Community |public Trap| Severity [c1ear
Start Stop 8| Entity ‘10_10_10_12

‘ X |Traps: 1Inform: 0 ’

RemotePort llsl

LocalPort ‘ 162

Node ‘10.10.10.12

Source |10.10.10.12

TimeReceived ‘Hon Jun 20 02:05:02 VET 2022

HelpURL [o-o.ncml

|
|
|
|
Community [public l
‘I
|
|
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6.12  Recording started/stopped event (Started Channel)
{.1.3.6.1.4.1. 29133.11.3.15} — Recording started/stopped event (Started Channel)

K SRV3 - VC-MDx Recorder - IR B i - Super - ] X ‘
Lock View  Records  Settings  Semvice  Help
A m N Omho il @ 1233

Status | Record ID_| Channel Num... | Channel Name | User ID | Case | Short Comment [ Protected [ Called N... [ Ca... [ Maked | Direction | Start Time | Stop Time | Durtion [ Disc A

5 Active 4997 16 Analog No No 17/06/2022 721:42

N'Active 4996 15 Analog No No 17/06/2022 7:21:42

# Active 4995 14 Anzlog No No 17/06/2022 721:42

i Active 4994 13 Anzlog No No 17/06/2022 721:42

& Active 4393 12 Analog No No 17/06/2022 7:21:42 -
N'Active 4992 1 Anzlog No No 17/06/2022 7:21:42 i3

# Active 4391 10 Analog No No 17/06/2022 7:21:42

i Active 4990 9 Analog No No 17/06/2022 721:42 -

& Active 4389 8 Analog No No 17/06/2022 7:21:42 o
NActive 4988 7 Analog No No 17/06/2022 721:42

2 Active 4987 6 Anzlog No No 17/06/2022 7:21:42 al
i Active 4986 5 Anzlog No No 17/06/2022 721:42

5 Active 4985 4 Anzlog No No 17/06/2022 721:42

NActive 4984 3 Anzlog No No 17/06/2022 721:42 ‘

# Active 4983 2 Analog No Yes 17/06/2022 721:42 E
£ Active 4982 1 Analog No Yes 17/06/2022 7:21:42

R Closed 4981 5 Analog No No 17/06/2022 30404 17/06/2022305:55  00:01:51 -
X'Closed 4380 3 Anzlog No No 17/06/2022229:13  17/06/2022229:33  00:0020  NAS =
X'Closed 4979 3 Analog No No 17/06/202222830  17/06/2022228:46  00:00:16

R Closed 4978 1 Anzlog No Yes 17/06/202222321  17/06/2022224:18  00:0057 NAS | s
XRClosed 4977 3 channel_3 No No 17/06/2022 157:19  17/06/20222:00:22  00:03:02 vl

< >

Displayed records: 35 (1- 36) / Filtered: 35/ Total: 35

Volume Backofiset  Duration Skip DSE

— (S 0 /) e BEo

Recording Channels Recording Channels =BD= Connected to 0 of 1 VOIP server(s)
e o o 3 4 5 6 7 g ) 10 n 2 1 14 ~
Iy iy s N F fm p N )
IR Buffer Anzlog  Analog  Analog  Analog  Analog  Analog Anzlog  Analog Analog  Analog fnalog  Analog  Analog  Analog
I+ From: 13/06/2022 6:22:14 15\ 16 17 18 19 20\ 21 22 23 24 25 26 27 28
#To:  17/06/2022 3.05:55 S N
XOF om g 4 2 9 43 43 43 43 43 43 43
Decks Anzlog  Anzlog PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM
g K‘SE Ready, Used 0% 2 30 31 32 33 A4 35 36 37 38 39 40 41 42
/== |47 43 &3 &3 & 43 47 43 &3 4 43 43 I3 &3
Messages PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM PCM S
“=INew messages: 2 7 z
: A ¥ Advanced channel informati
Errors: 0, f&=Warnings: 0 1 Start All J & Stop Al | ¥ Conauation J ' i ion
/. ™ Show all channels
] Trap Details - O X
S i 1 hours, 6 minutes, 37 seconds.
Class Type Source Date
Clear v2cTrap 10.10.10.12  [Mon Jun 20 03:01:16... i
Clear v2cTrap 10.10.10.12 _ |Mon Jun 20 03:0%:17...
Clear v2c Trap 10.10.10.12 _ |Mon Jun 20 03:01:18... .
Clear vacTrap 10/10,10.12 |Mon Jun 20 03:02:15..4]| eneric Type ‘
Clear v2c Trap 10.10.10.12  |Mon Jun 20 03:02:16...
Clear v2cTrap 10.10.10.12 _|Mon Jun 20 03:02:17...|| Specific Type ‘
Message 1.3.6.1.2.1.1.3.0: TimeTicks: 1 hours, 6 minutes, 37 seconds.:
.1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.21:
Authenticate viN2c traps (Community) Enable Loggil 1.3.6.1.4.1.29133.11.3.15.0: 16 records in last interval:
Authenticate v3 Trap Enable Mail
- | severity c1
Port 162 TrapList 162:public v Adi SRS
Community |public [TrapParser  |10.10.10.12 Entity 10.10.10.12
Start Stop Show Details Delete Entry
RemotePort  |149
‘ o |Traps: 6 Inform: 0 Status : Listening for Traps
LocalPort 162
Community  |pupisc
Node 10.10.10.12
Source

TimeReceived lyon gun 20 03:02:15 VET 2022

HelpURL

0-0.html

|
|
|
10.10.10.12 ’
|
|
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6.13

Network client connected/disconnected (VDS Sip Passive service started)

{.1.3.6.1.4.1. 29133.11.3.21} — Network client connected/disconnected (VDS Sip Passive service

@)

started)
[ SRV3 - VC-MDx Recorder - IR Buffer Records - Super - o x
Lock View Records  Settings  Sevice  Help
-3 BB o @
e e = = 8 -
Status | Record ID_[ Channel Num... | Channel Neme _[ User ID [ Case | Short Comment [ Protected [ Called N... [ Ca... | Marked [ Direction [ Start Time | Stop Time
J Closed 4397 1 Analog No No 17/06/2022 72142 17/06/20227:25:58
XClosed 4996 15 Andlog No No 17/06/2022 72142 17/06/20227:25:58
£ Closed 4995 18 Analog No No 17/06/20227:21:42  17/06/20227:25:58
R Closed 4994 13 Analog No No 17/06/2022 72142 17/06/20227:25:58
5 Closed 4993 2 Analog No No 17/06/2022 72142 17/06/2022 7:25:58
XClosed 4992 11 Analog No No 17/06/2022 72142 17/06/20227:25:58
P Closed 4391 10 Andlog No No 17/06/2022 72142 17/06/20227:25:58
R Closed 4990 9 Analog No No 17/06/2022 72142 17/06/20227:25:58
5 Closed 4989 8 Analog No No 17/06/2022 72142 17/06/2022 7:25:58
XClosed 4388 7 Analog No No 17/08/2022 72142 17/06/20227:25:58
P Closed 4987 6 Analog No No 17/06/20227:21:42  17/06/20227:25:58
R Closed 4986 5 Andlog No No 17/06/2022 72142 17/06/20227:25:58
5 Closed 4985 4 Analog No No 17/06/20227:21:42  17/06/20227:25:58
XClosed 4984 3 Analog No No 17/06/20227:21:42  17/06/2022 7:25:58
£ Closed 4983 2 Analog No Yes 17/06/2022 72142 17/06/2022 7:25:58
R Closed 4982 1 Analog No Yes 17/06/2022 72142 17/06/20227:25:58
R Closed 4981 5 Andlog No No 17/06/2022 30404 17/06/2022 3:05:55
XClosed 4980 3 Andlog No No 17/06/2022 22913 17/06/2022 2:29:33
XClosed 4979 3 Analog No No 17/06/2022 22830 17/06/2022 2:28:46
RClosed 4978 1 Analog No Yes 17/08/202222321  17/06/20222:24:18
X Closed 4977 3 channel_3 No No 17/06/2022 1:57:19  17/06/2022 2:00:22
<
Displayed records: 35 (1 - 35) / Filtered: 35/ Total: 35

TN TRy

Volume Backofiset  Duration

) = )

o

. fnebfui i |
Skip

DSE

| s =[O s —C]

Message

IR Buffer
I+ From: 130612022 6:22:14
WTo 17062022 7:2558
Decks

©NAS: Ready, Used 0%
@ A Ejected

‘5)17/06/2022 7:35:15 10.10.10.12 VDS connected

Messages
“ANew messages: 1  Acknoviedge J  Acknowledge All J X Delete J! XDelete Al |
MErrors: 0, f-Vianings: 0
2 TrapViewe — O
Class Type Source Date Message
Clear v2c Trap 10.10.10.12  [Mon Jun 20 02:15:03 VET 2022[ 1.3.6.1.2.1,1.3.0: TimeTicks: O hours, 1...
Clear v2cTrap 10.10.10.12 MonJunZ — P
Clear | v2cTrap 10.10.10.12  |Mon Jun{ L£l Trap Details - m] X
Clear v2c Trap 10.10,10,12  |Mon Jun :
TimeStamp IO hours, 19 minutes, 34 seconds.
Enterprise |
Generic Type I
Specific Type |
Authenticate viN2c traps (Community)
Message .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 19 minutes, 34 seconds.:
Authenticate va Trap «1.3.6.1.6.3.1.1.4.1.0: Object ID: .1.3.6.1.4.1.29133.11.2.0.18:
E .1.3.6.1.4.1.29133.11.3.21.0: VDS Server 10.10.10.12 connected:
Port 162 Tr: .1.3.6.1.4.1.29133.11.3.23.0: INTEGER: 1:
Community public [Trap )
- ————1 Severity |C1ear
Start Stop S :
—| Entity |10.1o.1o.12
| ‘Traps: 4 Inform: 0
RemotePort |161
LocalPort |162
Community Ipublic

Node |1o.10.10.12

Source [10.10.10.12

TimeReceived |Mon Jun 20 02:15:12 VET 2022

HelpURL |0—0.html
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6.14

System warnings (VDS Sip Passive service stopped)

{1.3.6.1.4.1. 29133.11.3.21} — System warnings (VDS Sip Passive service stopped)

[ SRV3 - VC-MDx Recorder - IR Buffer Records - Super = O R
Lock View Records  Settings  Sevice  Help
FyppEmNogio @ HEG
u B ”\, 41 = m o - - g o

Status | Record ID_| Channel Num... | Channel Name _| User ID | Case | Short Comment | Protected | Called N... [ Ca... | Marked [ Direction [ Start Time | Stop Time | Durstion [ Disc A
5 Closed 4357 16 Analog No No 17/06/2022 72142 17/06/202272558  00:04:16  NAS
RClosed 439 15 Analog No No 17/06/2022 72142 17/06/20227:2558  00:04:16  NAS
#Closed 4995 14 Analog No No 17/06/2022 72142 17/06/202272558  00:04:16  NAS
R Closed 4934 13 Analog No No 17/06/20227:21:42  17/06/2022725:58  00:04:16  NAS

Closed 4993 12 Analog No No 17/06/2022 7: 17/06/20227:2558  00:0416  NAS
XKClosed 4392 1" Analog No No 17/06/2022 17/06/2022 w0t nas | i
£ Closed 4991 10 Analog No No 17/06/2022 17/06/2022 00:0416  NAS
R Closed 4990 9 Analog No No 17/06/2022 17/06/2022 00:04:16  NAS e
5 Closed 4389 8 Analog No No 17/06/2022 72142 17/06/202272558  00:0416  NAS 2
XRClosed 4988 7 Anzlog No No 17/06/2022 72142 17/06/202272558  00:04:16  NAS
#Closed 4987 3 Analog No No 17/06/2022 72142 17/06/20227:2558  00:04:16  NAS
R Closed 4986 5 Analog No No 17/06/2022 72142 17/06/20227:2558  00:04:16  NAS
J Closed 4385 4 Analog No No 17/06/2022 72142 17/06/202272558  00:04:16  NAS
XKClosed 4984 3 Analog No No 17/06/20227:2142  17/06/202272558  00:04:16  NAS
#Closed 4983 2 Analog No Yes 17/06/2022 72142 17/06/202272558  00:04:16  NAS E
R Closed 4382 1 Analog No Yes 17/06/20227:2142  17/06/202272558  00:04:16  NAS
R Closed 4381 5 Analog No No 17/06/2022 30404 17/06/202230555  00:01:51 B
RClosed 4380 3 Analog No No 17/06/202222913  17/06/202222933  00:0020  NAS =
XRClosed 4979 3 Analog No No 17/06/2022 22830 17/06/20222:28:46  00:00:16
R Closed 4978 1 Analog No Yes 6202222321 T/0GAR222418 000057 NAS |
R Closed 4977 3 channel_3 No No 17/06/2022 15719 17/06/20222:0022  00:03:02 vl
< >
Displayed records: 35 (1 - 35) / Filtered: 35/ Total: 35

RIS CPIND “353'3
Volume Backofiset  Duration @ Skip DSE

IR 10 (IO} o O] BEe BE©

& Active Calls: 0 Wessags T I
17/06/2022 7:37:34 10.10.10.12 VDS disconnected NO
1517/06/2022 7:35:15 10.10.10.12 VDS connected NO

IR Buffer
o From: 1200672022 6:22:14
“To  17/0612022 7:25:58
Decks

@NAS: Ready, Used 0%
@A Ejected

Messages

“ANew messages: 2  Acknoufedge J  Acknowledge All J X Delete J X Delete All
MErrors: 1, fi=\Warnings: 0
s R

Viewer — m} X

Class Type Source Date Message

Clear v2cTrap 10.10.10.12  Mon Jun 20 02:1f | | Trap Details
Clear v2cTrap 10.10.10.12  [Mon Jun 20 02:1

Clear v2cTrap 10.10.10.12  |Mon Jun 20 02: I

Clear v2c Trap 10.10.10.12  [Mon Jun 20 02: 1§ ’0 hours, 20 minutes, 29 seconds.

Clear | v2cTrap | 10.10.10.12 |Mon Jun 20 02:1 : ,

Generic Type [
Specific Type [
Message . TimeTicks: i .
Authenticate vIN2¢ traps (Community) 9 .1.3.6.1.2.1.1.3.0: TimeTicks: O hours, 20 minutes, 29 seconds.:
.1.3.6.1.6.3.1.1.4.1.0: Object ID: L3614 291330110200:12:
Authenticate v Trap .1.3.6.1.4.1.29133.11.3.31.0: 20/06/2022 6: 46: 06 10.10.10.12 VDS disconnected:
Port 162 TrapList| Severity !Clear
Community public TrapParse °
- Entity [10.10.10.12
Start Stop Show D;

RemotePort [ 161

| Traps : 5Inform: 0

LocalPort [152

Community [public

Node [10.10.10.12

Source [10.10.10.12

TimeReceived [Mon Jun 20 02:16:07 VET 2022

HelpURL [o—o .html
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