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2 General

The VC-MDx (replay) workstation is a remote client software, which allows the remote connection via LAN /
WAN to the VC-MDx Recorder. The main functions of the software are:

e Playing calls

e Filtering functions for the calls

e Export calls

e Reading DVD-RAM media, RDX and NAS

e Multiple play and Call scenario

Note: Only one Recorder can be connected at the same time.
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3 Start the workstation application

e Double-click on the icon in the desktop named “VC-MDX Workstation”

el K

ﬂm E ikelatic
W -RA Do WC-MD
YWiforkstation Workstation

The language selection window appears:

% WoiceCollect Mforkstation

Language English ﬂ

Ry Shaw language selection at startup

« 0K ¥ Cancel

e Select your preferred language
e (Click “OK”

The VC-MDX Workstation window opens:

VoiceCollect GmbH
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e WWorkstation

Seftings Wiewmy Records Service Help ( 2 )

e—
E Recorders Statug | Channel Mumber | Channel Mame | User [0 | Called Mumber | Calling Number | Direction | Start Time | Stop Time | Sha

< m | 3

Displayed records: 0[0 - 0)/ Filtered records: 0/ Total records: 0

Start lime: CallingNo.: Loop éé%ééé%

Stop time: Called No.: P

Direction Compression:

Record ID: DSE: ALY -
Yolume Speed

Shorbitomments _ e _t_.m iy E“s] BHE EI[SI

R T T T TR Ty Ty

1 :Title bar 4 : Database bar 7 : Playback bar
2 :Menu bar 5: Recorders list 8 : Playback operating elements
3 : Toolbar 6 : Records list 9 : Record information

VoiceCollect GmbH 7 (50)



3.1 Navigate in the application

3.1.1 The title bar
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The VC-MDX Workstation software has the following menus:

Settings Wiewy Becords Serdice Help
Menu Sub Menu Items
Recorder List *
Application settings *
Settings Alias Table
Audio Center User Management
User Management
View Toolbar
View Channels Map
Parallel Paly *
Records Call Scenario *
Filter
Service Log Management *
Help About VC-MDx Workstation

*: Anicon is available in the toolbar

3.1.2 The toolbar

The VC-MDX Workstation software has the following toolbar:

A X @

The toolbar in details:

o &

-
B : Display slave list (for AudioCenter slave buffer)

X

: Recorder list

Parallel Play/Call scenario

i : Channels activity

&

W

3

A%

g

: Application settings

: Log management
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: Use marker function

P a

: Quick search

=

B . About VC-MDx workstation

a

3.1.3 The database bar

: Impound

This database bar is exactly the same as the Recorder.
? : New calls available
m : Last records
: Next records
: All records or refresh the list with the new records
: Search database

: Previous records

: First records

VoiceCollect GmbH
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3.2 Create an Alias
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This section describes how to define, edit and remove aliases of the Recorder. The defined aliases can

be used in the Recorder definition. To recognise the recorder is more easy to use the alias than an IP

address.

To open the menu to define the alias:

e C(Click “Settings” and “Alias table”

The “Alias table” window appears:

o= Alias table

—Aliaz

Computer name ar [P Aliaz

. Add Alias

Hr Edit Aliaz

% Delete Aliaz

v OK

2. Cancel

e Click “Add Alias”

o= Add/Edit alias

Marme or |p:

Alias:

[192.168.102.12

|T raining Fecorder

¥ OK

#. Cancel

VoiceCollect GmbH
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e Enter the IP address and the Alias in the input boxes
e Click “OK” to validate the new alias

The “Alias table” window appears with the new alias created in the table:

-

o= Alias table ==

—Aliaz
Computer name ar [P | Alias | g 2 add Alias El
19216810212 Training Recorder

Hr Edit Aliaz

% Delete Aliaz J

~ 0K J

¥ Cancel

-

If you made a mistake in the IP Address or the Alias name, in this window it’s also possible to edit or delete
an alias from the list. Click “OK".

VoiceCollect GmbH 11 (50)
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3.3 Define a Recorder to connect

There are 2 solutions to open the menu to define the recorders:

e Click on the button “Recorder list” in the toolbar :

e Orin the menu bar, go to “Settings” and “Recorder list”

The “Recorder List” window appears:

a5 Recorder List @
- Badd
L HHE
. i Remove )
+ OF.
. Cancel

R emaoting paorts configuration

—

Lze fiwed portz

Fratocol Ports Range B asze |

Audio Ports Bange Baze |

To add a Recorder, do the operations below:

e Click “Add”

e Add

&
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The “Add/Edit Name, IP Address or Alias” window appears:

e

o5l Add/Edit Mame, [P &ddress or &lias

7 &=

o5 Add/Edit Mame, IP Address ar Alias

Enter name, [P or Alias:

Enter name, IF or Alias:

1z MDR
+ 0K

[192188.102.12

™ Hot Standby Recorder

™ g AudioCenter [not SGL]

¥ Cancel

Enter name, 1P or Alias: |Tlaining Fiecorder

™ Hat Standby Becorder

Enter name, [P or Alias: |

™ 1z AudioCenter [not SOL)
" lz MDR

W 0K ¥ Cancel

e Enter the IP address or the Alias in the input box

e If you have a Hot standby Recorder, please activate the option and enter the IP address or the Alias
in the input box.

e Click “OK”

Now the new Recorder appears in the “Recorder list” window:

-

ol Recaorder List

192168.10212
Training Recorder

e Add
) Edit

i Remove

¥ 0K

. Cancel

R emaoting paorts configuration

—

Lze fiwed portz

Fratocol Ports Range B asze |

Audio Ports Bange Baze |
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If you made a mistake in the IP Address, in this window it’s also possible to edit or remove a Recorder from
the list. Click “OK” to accept this configuration and insert the Recorder in “Records list” tree in the main

window.

When the workstation connects to a Recorder, the latter itself connects back to a couple of random ports
of the Workstation. These reverse connections can cause problems with firewalls, for example, and
frequent disconnections.
In the configuration of the Recorder list, there is an option for defining specific ports. This allows a better
control over these connections and gives the possibility to establish correct rules in your firewall, routers...

.

o= Recorder List

=3

19216810212 % Add |
Training Recorder =
1] Edit
& Femove
SOK
X, Cancel )

R emating parts canfiguration
Ry uze fized ports

Pratacal Ports Range Baze

121000

Audio Portz Range Baze |1 2000

e Activate “Use fixed ports”
e Modify in the input boxes the ports for the protocol and the audio
e Click “OK” to save

We recommend to use a free port and a port higher than 1000.
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3.4 Connect to a Recorder

Select the desired Recorder in the “Record list” tree and right-click on it:

= \Warkstation - 192,168.102.12 - Disconnected
Settings e Becards Service Help

- a— ng E Q %?
j “REe “* d}ﬁ&‘ Fﬂ v -]
25 Recorders Status | Channel Number Channel Marme Uszer 1D Called Murnber Callin

" [

=lIF Connect

e (Click “Connect”

The connection window appears:

= oiceCollect Warkstation @
User name Super
Pazsword sennel

" Foureypes pazssword

Change pazzword

+ 0K, 2 Cancel

e Enter the username and the password in the input boxes

e Click “OK” to validate

In the main window the Recorder is now connected:
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settings Wieny Records Sepvice Help

E|--i Recorders Statuz | Channel Number | Channel M ame | zer ID | Called Murber | Callin

To check the good connection, in the Recorders tree, the logo in front of the IP Address or the Alias change.
Now click “All records” in the database bar and the latest records will appear in the record list.

VoiceCollect GmbH 16 (50)
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3.5 Application settings

To have access to the options, it’s necessary to be connected to a Recorder.

3.5.1 Configuring the options

There are 2 solutions to open the menu to configure the options:

¢ Click on the button “Application settings” in the toolbar :

ag

e Orinthe menu bar, go to “Settings” and “Application settings”

The “Application settings” window appears:

-
=
-
=
=

e Select the section desired
e Modify the options according to your requirements

e Click “OK”

VoiceCollect GmbH 17 (50)
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Configure global options

In the “Application settings” window, click in the section “Global options”:

Global Options
Log Seftings ™ Include user name to export file name
I Show language selection at startup
Display Settings
[ WIN 05 Language
Print Options [ Atis format export including Player
Mail Settings [~ Enable auto lock 10 EI minutes before lock
Marker ASR server port: 4300
Play Options [ Remember me
—WOICEDATA settings
[~ Enable VoiceData I Bxdended Channel Mode  configure " VoiceData-ATIS
" VoiceDataX  * VoiceData-C ( VoiceData-COOPANS  TopSky-ATC
Port: s
Audio Source: |:Ze::":-5" Name, IF :J | _;
User/Password extension: L8]
— Multiple call scenario
[ Use predefined file storage
Saved files path: | browse )]
Parameter Description
: Select your iTunes language (English, German, French or
iTunes language .
Spanish).

Include user name to
export file name

Tick this checkbox if you want the name of the audio export
file to start with the initials of the current user.

Show language
selection at startup

Activate the language selection at start-up

WIN OS Language

Activate the language of the Windows operating system

ATIS format export
including player

Activate the export includes a player to play the records (only
available for the "Atis format").

Enable auto lock

Enable the automatic lock and the minutes until the automatic
lock.

ASR server port

Enter the ASR server port, ATIS synchronized radar protocol
(ASR)

Remember me

Keep in memory the user and password for the Recorder (it's
not recommended to use this option for security reasons).

VoiceData settings

Enter VoiceData configuration (radar simulation)

Multiple call scenario

Play from Media for COOPANS option

e Modify the options according to your requirements

e Click “OK”
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3.5.3 Configure the log settings

In the “Application settings” window, click in the section “Log settings”:

Global Optionz

Log service: A ctivity -
Tirmne ta live: 993 3: Dayls]
Length: 4 3: B

Log Settings

Dizplay Settings

e N v N— — S— So—

Frint Optiots
MNumber of meszages on a page: 50 3:
kM ail Settings
b arkeer
Flay Options

e Select the log for which the settings should be valid for.
e Define the "Time to live" of the protocol in days (from the start of the log).

e Define the maximum protocol "Length". When exceeding this length, the oldest entry will be
overwritten automatically.

e Select the "Number of messages on a page" or rather, how many messages are displayed at one log
page.

e Click “OK”

3.54 Configure the display settings

In the “Application settings” window, click in the section “Display settings”:

Global Options J

Log Settings J MNumber of records on a page: 25 3:
Iy Auto refresh record list

Display Settings J
Refresh Interval: 0 3: Seconds

Print Options J

Mail Settings J ™ Mo fixed positions and size

Marker J Call Related Data

Flay Options J Mumber of records on a page: 25 3:

Number of displayed sessions: 25 3:

VoiceCollect GmbH 19 (50)
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Parameter Description
Number of records on a |Select the number of records to be displayed (max. 2000 per
page page).

Auto refresh record list

The record list is automatically refreshed after a defined
period. If this option is activated, the number of records
displayed are limited to 300 per page.

Refresh interval

Fix the refresh interval in seconds. (max. 1 day = 86400
seconds).

No fixed positions and
size

Enable customizing the position of recorder list and record list.
This option will be activated after a restart.

Call related data

Options for the crdDB windows

e Modify the options according to your requirements

e Click “OK”

3.5.5

Configure the print options

In the “Application settings” window, click in the section “Print options”:

Global Options
Log Settings
Dizplay Settings
Frint Optiohs
Mail Settings

I arker

Play Options

Frint options:

W Status

| Record ID

' Channel Murnber

" Channel Mame

W User (D

" Called MNumnber

" Calling Mumber

" Diraction

" Start Time

" Stop Time

| Duration
Ring Duration
Ersoltzected “ Move Up )]

| Compreszsion

" Shart Cornrment

" Long Comment
Malicious
DTMF
Dizc Label
Action Mumber
Marked

| Recorder

' Erparted by

" CRD

Move down
4

e Tick the columns to be printed

e Select an entry and click on “Move up” or “Move down” to change the column position.

e Click “OK”
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3.5.6 Configure the mail settings

In the “Application settings” window, click in the section “Mail settings”:

Global Ophions
- Enter the name of the senver for the outgoing messages:
Log Settings J —Outgoing Server [SMTP] Settingzs
Display Settings | Server name: |
J -
| Port: 25 Default: 25
Print Options ° =
4
) i ) —Uszer Info
Mail Settings
- User name: |
Marker
4 Password: |
Play Options .
J Email: | =
—HMail Infa
Ta | -
Ce: |
Bee: |
Subject: |
Attachments +
J
J
Message
the marked fields with * are mandatory
Parameter |Description

Server name

Address of the SMTP server, to which all outgoing e-mail messages are
sent to. You can enter the URL or a numerical IP address.

Port Port number used by the SMTP protocol (preset is 25)

User name |Name of the sender (your name) which appears in the message header.
Password Password for the SMTP server

E-mail E-mail address of the sender

To Recipient e-mail address

CcC Recipient e-mail address (carbon copy)

BCC Recipient e-mail address (blind carbon copy)

Subject Subject of the e-maill

Attachments |Standard attachments to be sent with

Message Standard message of the e-mail

e Modify the options according to your requirements

e Click “OK”
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3.5.7 Configure the Marker settings
First, the marker option "Private" or "Malicious" must be enabled for the channel. Refer to the Recorder.

In the “Application settings” window, click in the section “Marker”:

|

e Tick option "External MCL".
e Select the channel and the respective function "Private" or "Malicious" from the drop down menu.

e Click “OK”

3.5.8 Configure the Play options

In the “Application settings” window, click in the section “Play Options”:

Play Options

e Tick option "Play with AGC".

e Select the level desired

VoiceCollect GmbH 22 (50)
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3.5.9 Configure the Impound Agent options

In the “Application settings” window, click in the section “Impound Agent Options”:

Global Options [+ Enable Impound Agent

I 152.168.102.206

Log Settings

Display Settings

Print Options

Q0 &

Mail Settings

Marker

Play Options

Impound Agent Options

A ittt et e —
L

Storage path:
|D:"-.Imp0undAgent

e Tick option "Enable Impound Agent".

e Select the Recorder to export the calls (the Recorder must be already declared in the recorder list)

e Select the path to export the calls

Now the agent is configured. From the main window the new Icon “Impound” is activated and ready to

export.

3.5.10 Configure the VC-MDx users
In this menu, it’s possible to configure the users to connect to an old Recorder.
To configure the users, you don’t need to be connected to a Recorder.

In the “Settings” window, click in the menu “VC-MDx Users Management”:

% WoiceCollect Morkstation

g

User name |

Pazzword |

0K | % Cancel

e Enter your user name and password, use the following data for the first logon to the system:

o User name : Super
o Password : Super

e Click “OK”
The User Management window opens.

VoiceCollect GmbH
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Izer Mame
Super

In the “User Management” window:
e Click “Add”

The window below appears:

1171717171717

-

Insert the user and password and select the channel desired for playback.

VoiceCollect GmbH 24 (50)
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111444 |

= 0 00 -

EEEEEEEEN

-

The password must have at minimum 5 characters.

¢ Click “OK” to add the user

Izer Mame

Super
atizreplay

VoiceCollect GmbH 25 (50)
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Now the new user appears in the list and you can connect to a Recorder with this user.
¢ Click “OK” to save the changes

If you don’t press “OK”, your new uses will not be added to the users table.

TIP: Don’t forget to create this user in the VC-MDx recorder.

VoiceCollect GmbH 26 (50)
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3.6 Connection failed or no records

Sometimes the connection failed to the Recorders, below you will see the main raisons.

3.6.1 Basics errors

In most of times, in the advanced information’s of the failure dialog box, you will have the reason of the
failure. Please open it to try to fix your problem.

Please see the example below:

-

a5 Failure.., | EZ |

Cannot connect to 'Recarder 192.168.102.1 2",

. Advanced J + K,

Advanced [nfarmation;

Dizconnected : Mo connection could be made because the target machine actively
refuzed it 192168 102123701

In this case, the Recorder is not started. Please start it before try to connect with the Workstation software.

3.6.2 Database error

You connect in to the Recorder for few seconds (Seen in the network connections), but after you will be

automatically disconnected:

"

-~

a5 Failure... [ B3 |

Connection with recorder 192 168 102 20% has been lost.

Advanced | W 0K )

Advanced Information:

Connect TaDBServen(): A networcrelated or instance-specific emor occumed while
establishing a connection to S3L Server. The server was not found or was not
accessible. Verfy that the instance name is comect and that SGL Server is
configured to allow remote connections. (provider: SGL Network Interfaces, emor:
26 - Emor Locating ServerdInstance Specified)
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To fix this problem, you need to check you firewall or your network in the Recorder side. Check if the rules
SQL server and browser are allowed in Recorder Firewall.

3.6.3 Dongle configuration

If you reached the maximum of ordered connections, the message below will appear:

-~ "

o=l Failure.., [ £2 |

Connection with recorder 192.168.102.12" haz been lost,

“ Advanced _,; + OF

-

Advanced Infarmation;

T he mawirmum number of recorder's clients haz been reached.

To fix this problem, you need to close a Workstation opened in a computer before try again to open yours.
It's also possible to increase the number of concurrent connections allowed by buying an extension.

3.64 Connected, but no records

You are connected and request “All records” in the database bar but nothing appears in the Records list.
This is not an error, but a bad configuration in the Recorder. Please contact the administrator of the
Recorder and request to verify your rights in the user’s management.



3.7 Impound agent export

This option is available only if it was purchased.
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This feature will export all calls defined in a time range to a defined path. It’s possible to choose between 3

different formats.

First, it's necessary to configure this agent in the options of the workstation.

e C(Click on the button “Impound” in the toolbar :

a

The “Impound agent” window appears:

Impound Agent Settings E|

Storage path: |D:"-.Impnunu:|ﬁ.gent

Change

Start date and time: |08/01/2016 ~| 154632 =

Export format; CRRETT

Start

Stop date and time: |08/01/2016 ~| [16:4532  —=
C MP3

" ATIS Format

Cancel

The storage already defined was pre-configured in the options of the workstation. To change this path,
please press the button “Change” and choose a new path.

Select the desired “Start date and time” and “Stop date and time”, maximum 1 hour for the time range.

Select the format and press “Start”:

|Impound operation in progress. Flease wait. ..

192.168.102.205

Cancel

At the end, all files will be export in the path defined.

To provide the best security, we recommend exporting in “ATIS Format”. This format can’t be modified and
can be only read by an proprietary software (Workstation or portable player).
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3.8 Import and connect to an external buffer

In the VC-MDX Workstation you can analyse recorded data from different sources. This includes data
from buffers, NAS or slave buffers.

In the Recorder list, right-click and the following menu appear:

s

'.% Warkstation

Settings Wiewr Becards SEPice Help

D E X B

—Ew Statuz | Channel Mumber | Channel Mamme | zer D | Called Murnber | LCaillin

e Click “Import”
e Inthe open dialog, select the path and you buffer file.

e Click “Open”

Now the new buffer appears in the Recorder list:

i

',,% Workstation

aettings Wiewmy Records Sepvice Help

S E R AW

B Recorders Statuz | Channel Mumber Charinel M arne Uzer Il | Called Murnber Callir
E|! Impors

VoiceCollect GmbH 30 (50)
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In the new buffer added, right-click and the following menu appears:

settings Wiemr Becords SEPICE Help

Y i Recarders Statuz | Channel Mumber | Channel M ame | zer |0 | Called Humber | LCallin
El! [mparts

...... ) S Tradming!

:EIF Connect
T| Rernove

o Click “Connect” enter the user and password (if requested)

e  Click “All records” in the database bar

Now, it’s possible to replay all records from this buffer.

VoiceCollect GmbH 31 (50)
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3.9 See the channels status

In the workstation, it’s possible to see the channels status, this option is only available when you are
connected to a Recorder. To activate this option go to “View” and “View channels map”:

—
5 Workstation - Training Recarder - Connected =) M
Settings Wiewe Recards Service Help

ER . Eri

B2 Recorders Channel Murnber Channel Narne Called Mumber Calling Mumber Direction Start Time HE
-} Training Recorder 0 Z 0 Ir
o 3 channel_3 1101 220 Ihcoming 21.01.20 21.01.201
o 15 charnel_15 1100 2200 Incoming  21.01.201..  21.00.200...
Ho.. 14 charnel_14 1100 2200 Incoming  21.01.201..  21.00.200...
FEID... 11 channel_11 1100 2200 Incoming 210120, 21.0.20..
o 10 charnel_10 1100 2200 Incoming  21.01.201.. 2100200, m
r Clo.. 13 charnel_13 1m 22m Incoming  21.01.201.. 2100200,
Flo.. 3 channel_3 1101 220 Incoming 210120 20.em..
o 14 channel_14 1100 2200 Incoming 2101201 2101200 = | E4e
o 10 charnel_10 1100 2200 Incoming  21.01.201..  21.00.200...
Hlo.. 1 charnel_16 o 2z Incoming  21.01.201..  21.00.200...
’ Clo.. 12 channel 12 101 22m Incoming 21020, 2.0.z2m.. @
r Clo.. 13 charnel 13 1m 22 Incoming  21.01.201.. 2100200,
Flo.. 9 channel 3 1101 2201 Incoming 210120, 20.em..
Flo.. 15 charnel_15 1100 2200 Incoming  21.01.201.. 2100200, @
Koo 1 channel_11 1100 2200 Incoming  21.01.201 21.0.2m
Flo.. 14 charnel_14 1100 2200 Incoming  21.01.201..  21.00.2010...
o 10 charnel_10 1100 2200 Incoming  21.01.200..  21om2ol.. E"
r Clo.. 13 channel_13 101 22m Incoming 21020, 2.0.z2m..
Fllo.. 9 channel 9 1101 2201 Ihcoming 2101201, 210020
F o 15 charnel_16 1m 22m Incoming  21.01.201.. 2100200, m
’lrfln 12 rhannel 17 11n1 22 Inenminn 71| m zm A1m 2 4
4 m L3
Displayed records: 251 - 25] / Filtered: 66380 / Tolak 66380
Recording Channels
1 2 3 4 5 E 7 2 9 10 11 &
AN Fpp N
channel 1 channel 2  channel 3 channel 4 channel 5 channel B channel 7 channel 8 channel 3 channel 10 channel 11
12 13 14 15 16 17 18 19 20 21 22
B 2 = U N 2
channel 12 channel 13 chanrnel 14 channel 15 channel 16 channel 17 channel 18 channel 19 channel 20 channel 21  channel 22
23 24 25 26 27 28 29 a0 kil 2 eic}
=l =) el =) el =) el =) =l AN " 2
L Advanced channel information [ Show all charnels

Stait time: CallingNo.:
Stop hime: Called Mo.:
Direction Compression:
Record ID: DSE:

_V:)Iur;# Speed_-. o .
honCommen: e @ e O

In this window, it’s only possible to see the status. If you click on a channel, the records list will be filtered
by the channel number.
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4 Records & Data analysis

41.1

User rights to perform specific tasks depend on the user role and associated rights.
For further information on user rights, refer to “Error! Reference source not found.
ser Management”.

4.1 The Record List

Context menu

1
2
3
4
5

Status | Record ID__| Channel Nu... | Channel Name User ID_[ Called Number Caling Number Direction | Start Time | fop Time | Duration | Compressi... | Short Comment | Long Commen »-
RCosed 386216 57 S2MET Foin 213425 092343434 Incoming  29/05/201712:50:37 / 29/05/2017 125050  D0:00:13 111

i Closed 386215 § A24K PalC 14245 123456 hcoming  29/05/20171250:34f  28/05/2017 125151 000116 10

RCosed 386214 % S2MET Catalin 332222 092444555 ncoming 2905201712508 29/05/2017 125043 000011 11

EClosed 386213 13 24K Cataln 332222 052444555 bhcoming  29/05/201712.5§f31  28/05/20171250:44 000013 11

Cosed 386212 7 S2MET AF 56 8889999 hcoming 2905201712031 29/05/20171250:56  00:00:25 111

[ Closed 386211 9 SZMET Cataln 332222 052444555 Outgoing  29/05/2017 5027 29/05/20171250:35  DO.00:08 11

B Closed 335210 5 AI24K v 9678686 094414141 hncoming  29/05/201/12:50:26  29/05/20171251:56  00:01 34) 1 1

B Clsed Al24K Paul Gr 5364732 0194234432 Unknown  29/05/2A7 12:50:25  29/05/2017 12:51:10 DD:00:

Em__ A24K 332222  PrrT—— 01712:50:24 | 23/05/2017 12:50:32 ___
Buused S2ME Catahn 332222 0924449 "3 TleY Recor 17125022 29/05/2017 125033 D0:00: H 11

1 Closed 3&4;205 27 SZMET AF 3456 8883999 ¥ Delete Record 17125021 29/05/2017 125211 000150 111

R Cosed 386205 &7 S2MET Verorica 787653 5260 B protect Record 17125019 29/05/2017125252  D00234 11

i Closed 386204 16 A24K PalGr 5364732 0542344 1712:50:18  29/05/2017 125149 000131 1

R Closed 386203 39 S2MET Florin 213425 923434 ¥ Add to call scenario 1712:50:18  29/05/2017 125021 DO:00:03 11

S Closed 386202 2 SZMET ' 3456 8229954 (B Export Record y f017125016  29/05/2017 125234 000218 14

RCosed 386201 74 S2MET Catalin 332222 e S - 1712:50:14  29/05/2017 125051 D0:00:37 11

B Closed 386200 78 SIMET PalC 14245 123456 Export Records List 17125012 28/05/20171250:55  00:00:48 11

Cosed 386199 50 S2MET AF 56 8889999 & Print Records List 1712:50:11  29/05/2017 125050  D0:00:38 11

[ Closed 386198 2 SZMET Cataln 332222 DAt g Evnort Record ¢ P17 125010 29/05/2017 125041 000031 1

i Cosed 386197 66 S2MET Bogdan 12425 11agaf T P P 1712:5008  29/05/2017 125127 000119 11

RCosed 386196 4 S2MET Foin 213425 0923434 ¥ Mark as not archived 17125006 29/05/20171250:14  00:00:08 11

R Closed 386135 70 SZMET Marus U 2341 443557 ARnown 17125004 29/05/2017 125038 D0:00:34 111

Cosed 386194 ] S2MET Vi 2678636 094414141 Incoming  29/05/201712:50:01  29/05/2017 125143 000142 11

I Closed 386193 58 SZM-E1 Fonn 213425 092343434 Unknown _ 29/D5/2017 12:50:01  29/05/2017 125020 D0:00:19 111

< ) ] »
Displayed records: 300 (511- 810) / Filtered: 386724 / Total: 385724

TREanfgs

Configuring Columns

Right-click on a column name in the header of the list.

Database bar

The Columns Settings window is displayed. Columns to be displayed can be selected
by marking the checkboxes.

Column selection can be modified according
to user requirements.

o

o

It is possible to change the position and
order of the columns by using the buttons
Move Up / Down after having selected the
column name.

Columns are shown or hidden depending
on the state of their respective
checkboxes.

Click on OK to confirm the changes.

=) Columns Settings

2 [l

I Status

I Record ID

I Channel Mumber
I Channel Name
I User 1D

I Called Number
I Calling Mumber
I Direction

I Start Time

I Stop Time

I Duration

I Compression
I Short Comment
[ Ring Duration
[ Long Comment
I Protected

1 DSE

| Malicious

' DTMF

1 Minn | —hal

»

m

% Move Down

4. Move Up

¥ 0K

2 Cancel
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4.1.3

4.1.4
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Selecting Record Source

By default, the record list is displayed after the start of the Recorder.

As recordings can be stored on different media directly accessible from this user
interface, it is necessary to select the source of the recordings to be displayed in the

record list.

Select the IR-Buffer and Decks view by using the corresponding button.

IR Buffer Deck A

Recording Channels W Free Space
i Active Calls: 0 Used 5
=I=CSTA On . _—
@
IR Buffer
v From; 24/04/2017 08:16:33 Ready
H To:  29/05:2017 16:09:16 Capacity: 139999 MB Capacity: 305239 MB
Decks From: 24/04/2017 08:16:33 From: 29/05/2017 00:00:00
@ J\: Ready, Used 56% To: 29/05/2017 16:09:16 To: 29/05/2017 16:09:16
Total Records: 386825 Total Records: 27617
Messages Protected Records: 0 4 Hect |
TiMew messages: EI_ ~ 4
e A EPlayback | EEPlayback | © Configuration |
4 . 4. 4

Click on the Playback button of the source of the

The Records filter window appears.

list.

records

Below the pie chart representing each storage space is a Playback button.

required.

Click on the button All Records. The corresponding calls are displayed in the record

On storage spaces such as removable media, recordings are saved in specialized
buffers called week-folders. The Recorder software can only access the current week-
folder (starting with Monday).

When copying non-current week-folders to removable media, the From and To
information indicated just below the pie chart is not displayed.

Refreshing Records

Click All records (4) on the database bar to refresh the record list and display the latest

records.

Or, click Search database (5) and then All records in the Filter records window.

The calls of the record list appear listed by time of recording (latest record first).

As an option it is possible to enable the automatic refresh of the record list.

When new calls are available but not yet displayed in the list, a blinking lamp symbol
appears (1). Clicking All Records allows viewing the new calls immediately.

Scrolling Records

Use the following 4 buttons of the database bar to scroll the record list and display the

appropriate records.

Last records

()

displays a page with the most recent records
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4.1.5

4.1.6

n []
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Next records (3) displays the following page of more recent records
Previous records (6) displays the previous page of older records
First records (7) displays the first page of oldest records

The number of records per page is defined in the display options.
As soon as the number of records per page is greater than the number of records that
can be displayed in the window, a scroll bar appears besides the database bar.

Exporting Records

The user right Export / Archive is required.

This function allows exporting the content of the current page of the record list.
° Only currently displayed columns of the list will be exported (txt format).

° You can also use filters to define which calls will be taken into consideration.

Right-click in the record list to access the context menu and select the option Export
Records List. The standard save dialog box appears for saving the list.

Printing Records
Prerequisite: a printer must be installed.
This function allows printing the content of the current page of the record list.

° Moreover, only the columns that have been selected in print options will be
printed.

° You can also use filters to define which calls will be taken into consideration.

Right-click in the record list to access the context menu and choose the option Print
Records List. The record list is then printed on the current standard printer.

This option allows exporting in PDF format if a PDF-printer has been installed.
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4.1.7 Filters

This function limits the number of calls listed in the record list according to criteria
defined by the user. Different categories of filters are described below.

The Filter Records window is accessed by clicking on Search database button (5) ﬁ
of the database bar or by selecting Filter in the Records menu of the menu bar. -

With no filter applied, the default filter dialog box is the channel window.

Each dialog box provides the following buttons:

#4 Search J = All Records J ¥ Clear

& Load Filter B Save Filter | ¥ Cancel
oy - A s

° Click All Records to leave the filter dialog box without losing the current state of
the filters, although the filter is not applied to the current record list.

Different filters can be combined to meet your requirements.
Click Clear to reset all filters.
Click Search to apply the current filter.

A filter can be saved and loaded later by using the corresponding buttons.

4.1.8 Channel Filters

The following image shows the default filter view: the search criterion is Channel.

Number, name or group can be used to filter by channel.

o=l Filter Records @
[Soachotonn | | e
SarEh eftens V1 WE W15 W2 28 Wk 42 50 W5 6 W11 W8
Quick Search & Time V2 I WMIE W2 ¥ I 44 5l M5 e Tz T8 .
Channel V3 W 1T W2 3 e V45 2 5 e T3 80 @]
Phanes Ve W Ve V3 ¥R VB Ve VR Ve Ve Vi .
Call Parameters W5 12 19 2 33 4 47 se 61 ee K75 (] ?
VE W13 M W2 WM M4 48 5B 2 e s - T
V7 W1 V2 Va3 Vs Va2 Ve W5 Ve v VT 23
Channel name: = Channels Group: |No Group j
: 2 Groups Configuration J 4

Clicking on the channel number of a checkbox toggles between checked/unchecked.
Checked channels are used for searching.
Three buttons can be used to help configuring the channels by number:

° Select all channels (1)
° Clear the selection of channels (2)
° Invert the selection of channels (3)

Click Groups Configuration (4) to define channels groups.
Groups can be selected in the dropdown list to be used as filters.



4.1.9 Time Filters

The following picture shows the filter view when the selected search criterion is Quick

Search & Time.

Workstation User Manual

-l Filter Records
—Quick Search
Search criteria
uick S % Trme Ly Phone Number Ry Action Number ¢ Case
Channel L Short Comment " Channel Name h User ID
Phones |
' Call Parameters
—Time
[ Quick search
Search mode: |Cl:urdinous ﬂ
kg From: L Tor
|29/05/2017 |29/05/2017 Ed|
| 08:00:00 [12:00.00 =
— Call Duration
Ry Longer than |D :I |1 :I |D :I (hh:mm:ss)
i Shorierthan 10 =4 |5 = [0 - (Ahmmss)

The check symbol in front of a search criterion indicates that a filter is activated.

The Quick Search area can be used to quickly search for a string in the database based

on selected options.

No filter is applied when the input box is empty.

The Time area gives different possibilities for defining a period:

° When the Quick Search box is checked, predefined time ranges can be selected in

the dropdown list, as shown in the following image.

—Time
Ly Quick search

Period:

° Alternatively, the desired period can be defined by checking the boxes “From” and

“To” as required, and entering the time limits.

The Call Duration area allows for filtering the calls by duration:

VoiceCollect GmbH
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° Check the checkboxes Longer than and/or Shorter than, then adjust the required
values.

All criteria presented in this window filter can be combined with each other.

Note that certain combinations produce no search results if the conditions are
incompatible.

4.1.10 Phone Number Filters

The following image shows the filter view when the selected search criteria is Phones.

Search criteria | [oiE
Quick Search & Time [ Unknown Direction |
Chaninel " Calling Number |[:.5.2444555
+ Phones
Call Parameters [ Called Number |
I DTMF |

The following parameters are available:

e Unknown Direction: mark this option to filter by calls with unknown
direction.
e Calling/Called Number: enter a phone number or IP address (VolP).
e DTMF: enter DTMF digits.
The following wildcards are supported:

e ?(question mark) stands exactly for one character.
e  *(asterisk) replaces any string of characters.

4.1.11 Call Parameter Filters

The following picture shows the search filter view when the selected search criteria is
Call Parameters.

—Call
Search criteria | o — |Arry J | |
. -
+ Quick Search & Time on NumBer:
Channel Ring duration: | Ary - | |
Phones ;
irection: Incomin: hd [ Short Co nt:
+f Call Parameters AEE T g mme |
Protected: Any ~| [ Disclabel: [
Malicious: Any v|  R#UserlD: [Catalin]
Marked: Any hd ™ Case: |
Fax: Ay ~| [ |Call Details: |
CRD: Ay *| [ Record D: |
Failed: Any - Call type: I—_l"'\""y =

This search groups different types of information that can be used as a filter.

According to the type of filter, the following items are available:
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e Adropdown list with options

e One or two input boxes

e Due to the wide variety of information at disposal, attention should be
paid while combining different options.

o  Afilter with an associated dropdown list is disabled only if the information
Any is displayed.

e Afilter with an associated checkbox is disabled only if the checkbox is not
checked.

4.1.12 Saving and Loading Filters

Complex filters require time to be created. You can use the buttons Save Filter and
Load Filter to save created filters and load save filters for use.

This information is saved in a file with the extension [.flt]. The default location is the
Recorder folder, what can be changed in the dialog box while saving.

4.1.13 Quick Search

The Quick Search button of the Toolbar provides rapid access to some of the most 0\
current criteria used for filtering.

Enter your search criteria corresponding to one of the 6 categories indicated in the
Quick Search box.

o5l Quick Search @
- Phone Number - Action Number - Case
- Short Comment - Channel Name - User ID

Searchfor:  [AI24K-2| # Search
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4.2 Investigating and Playing Calls

& The user right Playback is required for this function.

Operating and informative elements for playing and investigating the calls are below
the record list of the Recorder main window:

° Operating elements area:

Sl ol LN oy A AR . AN ol TR R
Volume o Speed . Skip DSE

- =5 2 x3 m ts] ts]

° Informative elements area:

L

Displayed records: 300 (1 - 300) / Filtered: 21630/ Total: 21630

Starttime: 12/05/2017 1126221 Calling No.: 094234432
Stop time: 12/05/2017 1122651 Called No.: 5364732
Direction: Incoming Compression: 12:1
Record 1D: 21342 DSE: No

42.1 Playing Calls

The usual buttons and other functions described below are available.

1 i 11}

S SR R o A AR ey o Ry e LR W

1 Previous record 2 Skip back (predefined value)

3 Play / Pause (alternately) 4 Stop

5 Skip forward (predefined value) 6 Next record

7 DSE (on / off) 8 Time speech (add)

9 Delete all markers 10 Play mode (define)

11 Record Information 12 AGC (Automatic Gain Control, on / off)
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Start / Stop Playback
° There are two ways to start playback:
1) Double-click a call in the record list.
2) Select a call in the list and click Play (3).

° Every time the Play / Pause button is clicked, it changes to show the next possible
action.

Playback can be stopped at any time by clicking Stop (4).

° In the record list, specific font colors are used to distinguish if the calls have already
been played.

Black record has not yet been played
Purple record has already been played
° Clicking on a call highlights it with a blue color. This color changes to grey during

playback.

On selecting another call, the previous item returns to light blue.

Options during playback

° During playback, the recording time is indicated above the progress bar.
It is possible to move the mouse cursor over the progress bar to get the
corresponding recording time displayed in the tool tip.

° Playback volume can be adjusted at any time by adjusting the Volume slider
forward or backward (see image of operating elements area above).

° Playback speed can also be changed while playing by using the “Speed” slider (see
image of operating elements area above). Clicking x1 resets the speed.

4.2.2 Changing Play Mode

The Play mode button (10) gives access to three modes

P tlormal play
in a drop-down list: Py

#& Sequential upward

W Sequential downward

sk | Normal Play Default mode.
Playback is stopped after each record
[s24 | Sequential upward Playback continues automatically with the previous record in

the list until stopped manually

[s2» | Sequential downward | Playback continues automatically with the next older record
in the list until stopped manually
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4.2.3 Jumping Forward or Backward
The location of playback can be adjusted in two ways:
° Use the mouse to move to the location indicated by the cursor.

e Start playback then click on the progress bar to continue from this point.

° Use the skip buttons to jump of a predefined Skip
interval, whose value can be selected in the skip {sl
field. _——
e Use the “Skip forward” [Bh  (5) and “Skip backwar{ 44 (2) buttons as
required.
424 DSE

DSE (Digital Silence Encoding) is an option to replace pauses during recording by an
encoded value. This feature allows considerable reduction of filesize, saving storage
space.

During playback, the real duration of the pauses can be replaced DSE
by the value defined in the DSE field when the silence period is
greater; if the silence period is smaller, the real duration remains
unchanged.

= -

° If DSE has been activated for a channel, it will be possible to enable DSE during
playback by means of the DSE button: (7). ﬂ

e DSE on: pauses are replaced by a fixed value defined with the DSE field.
e DSE off: real pauses are reconstructed during playback.

° As soon as playback is in progress, the DSE button and DSE field are disabled. So,
changes can only be made before starting playback.

4.2.5 Time Speech

When time speech is activated, recording start time and channel number are
announced automatically at the beginning of the playback.

Click Time Speech [ (8) to activate this function.

The color of the button changes from light to dark when it is activated.
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4.2.7

4.2.8

4.2.9

4.2.10
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Markers

It can be useful to set markers on the playback progress bar in order to highlight
particular points in time.

These markers are lost once you have selected another recording.

Start playback or pause to be able to set markers.

Right-click on the progress bar at the point of interest to define a marker.
A red triangle appears to symbolize the marker.
-1 )

Right-click again on an existing marker to delete it.

Markers can be cleared by clicking Delete All Markers .. (9).

Loop Playback

Use the Loop tool to continuously play between two selected points of the progress
bar.

ﬁ Loop Playing: 29/05/2017 16:08:59

1

First check the Loop.

Then move the beginning and end of the loop bar (white bar above the progress bar)
to the appropriate position by means of the mouse and start playback.

Uncheck the Loop to stop looping playback.

Call Details

In addition to the informative elements (see image above) displayed when playback
has started, all information related to the selected call can be presented in a separated
window.

Click Call Details ‘- (11) to show the information window.

AGC Playback

The AGC (Automatic Gain Control) playback is used to increase low level signals during
playback. The recording level is not changed by this function. AGC recording can be
activated independently.

Click AGC /2 (12) to activate this function.
AGC can be activated / deactivated only before starting playback.

Exporting Calls

This function is used to export one or more calls into different audio formats. Each call
is exported to its own file.
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A single call can be exported to a ZIP file.
You need the following user right to execute this function: Export / Archive.

It is possible to configure some export options.

Records with the DSE option activated will have <f Play Record

their DSE encoded silence replaced by the real % Delete Record

duration. a Protect Record

Select the desired call(s) in the record list and i Add to call scenario

right-click to access the context menu. Export Record Atis format
&y Export Records List WAV

Select Export record and the appropriate audio MP3
% Print Records List

format in the drop-down list (if proposed). Legal Copy
¥ 7 3
¥Y Zip and Export Record WAV and ¥ML

'} Mark as not archived MP32 and XML

ATIS format
This proprietary format can only be played by means of the Workstation application or
the player (optional) created during the export process.

WAV
This format can be played with the Windows Media Player.

MP3
This format can be played with any MP3 player.

Legal Copy (option)

This proprietary format can only be used with VoiceCollect applications in the same
manner as the ATIS format, with an additional verification to proove authenticity of
the recording.

WAV/MP3 and XML
In addition to the WAV or MP3 formats an XML file with call meta-data is provided.

Enter the desired path and file name in the dialog box then save your entries.

If the Custom export directory option of the export options is active and the path and
audio format are defined in the channel configuration, the calls are exported
automatically.

With larger files a progress bar will be shown.
For exports other than single WAV or MP3 files, the following message is displayed:
Export completed successfully

Single WAV or MP3 files can be exported in ZIP format.
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4.3 Parallel Playback

43.1

This function enables the playback of up to 16 channels at the same time.

For example, parallel playback can be used to listen to separate recordings that make
up a unique conversation.

The user right Playback is required for this function.

Accessing Parallel Playback

Click . ", (Parallel play / Call scenario) on the tool bar or select Parallel play in the
Recoras menu to open the Play parameters window as shown in the following image.

o' Play Parameters @
f» Parallel Play —Time
¢ Call Scenario From: |12/06/2017 > |[11:07.00 ==
¢ Monitoring Te:  [12/06/2017 < |[11200 =
—Channels
K T 7 T 13
V2 mE 14
VENN > 5
4 10 18
mE 11 17
mG 1z 18
4 L k
v
vOK K Cancel |

Select Parallel Play, the time range and a maximum of 16 channels.
Click OK to display the Parallel Play window.

The default time range defined in the From and To fields is the last 30 minutes before
the time when the window opens. Channels that are currently recording, i.e. not yet
finished or closed can be selected along with those already closed.
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4.3.2

Starting Parallel Playback

Each progress bar of the parallel play view represents one of the selected channels.
The light-blue part of each bar shows where audio activity is present.

White areas show where there is no audio signal.

Start the parallel playback by clicking Play.

° The areas with audio that have already been played become dark-blue during
playback.

° The dark-blue color disappears when the stop button is pressed.
The position of the progress bar is indicated by light-grey in the white no-audio areas.

The current time of the playback is displayed at the top of the window. The time is also
indicated in a tool tip when the mouse is moved over the progress bars.

.. ol Parallel Play 'Fx_!

Mute

Mute

Mute

Start Time: 12/06/2017 110700
Stop Time: 12/06/2017 11:12:00

Duration: 00:05:00
W Load selection | Il Save selection | BEgot | KClose |

1 | Loop playback See 4.3.7 Using Loop Playback
2 | Volume control Individual adjusting for each channel
3 | Zoom tool Display of the details of a selected activity range
4 | Operating elements See 4.3 Investigating & playing calls
5 | Time information Display of the time range selected
6 | Playback progress bars Progress bars of the selected channels
7 | Mute Individual control for each channel
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4.3.3 Zoom

When a large time range has been selected, a zoom tool may be necessary to facilitate
analysis of important audio ranges without losing accuracy.

Move the beginning and end of the zoom bar (white bar below the progress bars) to

the appropriate position using the mouse and then the ' & 1(3) (+) / (-) buttons
to zoom in / out.

The time information area (5) corresponds to the initially selected time interval
(unzoomed).

4.3.4 Saving / Loading

Use Save selection and Load selection to save and load the present selection of
channels in order to continue investigation.

The current time interval displayed, which may be defined by zooming on the main
selection, is the one that is saved.

While saving or loading a selection a directory and file name will be required.

° This directory can be chosen freely as well as the filename whose extension is
[.ppar].

A progress bar is displayed during the export of the parallel play selection. At the end,
a confirmation message appears: Parallel play selection exported.

To load a selection starting from the Play parameters dialog, accept the proposed time
selection and add any channel to access the Parallel play window.

435 Exporting a Scenario
You can export the presently displayed selection to an audio file by clicking Export.
The export format can be either WAV or MP3.
° Enter a directory and filename (or accept the default one), then save your entries.
° As soon as the export is finished the following message is displayed:
Export completed successfully

As expected for a parallel play, all selected channels are combined into a single audio
file.

° The default filename has the following structure:

Date_Time_Duration_ch1_ch2_ch3_...Chn.wav (or mp3)
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4.4 Investigating a Call Scenario

44.1

To begin, a call scenario must first be created by selecting calls in the record list.

As opposed to the Parallel Play function (which focuses on the selection of channels in
a given time range), the call scenario focuses on the selection of completed calls to
combine them in a group to assist investigation.

All functions available for parallel play are also available for call scenarios.

The user right Playback is required.

Creating a Call Scenario

It is recommended to use filters to select a maximum of 16 channels and a time period
before trying to select calls directly from the record list. Selection will be made much
easier.

Once the call selection is ready, right-click on it to access the context menu and then
select Add to call scenario. The Call scenario window is displayed.
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StariTime:  29/05/2017 123137 T T T
Speed

StopTime:  29/05/2017 125655 Volume Skip
Duration: 00:25:18 — —2_ = BE @

W Load Scenario | Il Save Scenario | BEgot | XClose |

This differs with the Parallel play window by the presence of two supplementary
buttons:

1) Next activity: skips to the next activity range among all selected channels.

2) Time speech: start and stop time are announced before each audio content.

Click Save scenario to save the created scenario to continue the investigation later on.

While saving the scenario you will be asked for a directory and filename.

° This directory can be chosen freely as well as the filename whose extension is

[.scen].
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A progress bar is also displayed while saving the call scenario and at the end a
confirmation message is displayed:

CallScenario “Path_Filename.scen” exported successfully

E Exporting call scenario "C:\Atis\ExportiTest_scenario-
1.scen’. Please wait.. X Cancel

1007z

a2 VC-MDx ==

@ CallScenario 'C:\Atis\ExportiTest_scenario-1.scen’ exported successfully

v Ok

=

@ Only the initial scenario will be saved but never the result of a zooming action.

4.4.2 Opening a Call Scenario

Click Parallel play / Call scenario on the tool bar to open the Play parameters

window.

° Click Call scenario then OK to open the Call scenario window.

Clicking the Call scenario link in the Records menu provides the same functionality.

° The progress bar area remains empty in this case until a scenario is loaded.
Click Load scenario to load an existing scenario.
Select the directory and filename (.scen extention), then click Open.

443 Exporting a Scenario

The current scenario (zoom result included) can be exported to an audio file by clicking
Export.

The format must be either WAV or MP3.
° Select the directory and filename then click Save.
° A progress bar is displayed during the export.
° As soon as the export is finished the following message is displayed:
Export completed successfully

E Exporting call scenaric 'content’. Please wait... ¥ Cancel

100%

o5l Call Scenario =)

@ Export completed successfully.

V¥ Ok

F

As with parallel play, all displayed channels are combined into a single audio file with
the same file naming principle.
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4.5 Parallel Monitoring

In the same way as for the parallel play, it is possible to listen in live several channels
at the same time.

® The user right Monitoring is required.

45.1 Accessing Parallel Monitoring
Open the Play parameters window as outlined for parallel play.
Select Monitoring and a maximum of 16 channels.

Click OK to display the Parallel Monitoring window.

45.2 Starting Parallel Monitoring
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|7Channel: 4
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Parallel monitoring starts as soon as the window appears.

A single button is available to pause or restart the monitoring. The symbol of the
button alternates to show the next possible action.
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